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In AWS, IAM (ldentity and Access Management) is the
service used to securely manage access to AWS
resources. Two core components of IAM are Users and
Groups.
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IAM User

- An IAM User is an entity that represents a single
person or application that interacts with AWS services.

Feature Description

Credentials Can have username + password (for AWS Management Console access) and/or access keys
(for API/CLI access).

Permissions Permissions are assigned directly or via groups.
Use Case Ideal for individual users such as admins, developers, or applications.

Limits Default limit is 5,000 1AM users per AWS account.
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IAM Group

- An IAM Group is a collection of IAM users. Groups
allow you to manage permissions collectively rather
than individually.

Feature Description

Mo credentials Groups don't have credentials themselves.

Permission control Policies attached to the group apply to all users in that group.

Use Case Useful for managing users with similar roles (e.g., Admins, Developers).

MNesting Groups cannot contain other groups.
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instead.

Enable MFA (Multi-Factor Authentication) for additional
security.

Use least privilege principle—only give the access needed.

Example Scenario

g%%%i\% @ge %E%%I oe‘% %% %@%r&ess to the group.

Addthem to the Developers group.
All three now inherit the same EC2 read-only permissions.
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|JAM Users & Groups Hands On

[1Go to https://aws.amazon.com/console/
_1SIgn In your account

@ Q. @ @ Asia Pacific (Mumbai) =

consc,le Home e Sea rCh IAM ( Reset to default layout ) k'{ﬂ_.a add widaet :

i Recently visited info : i Applications (0) info :

= Region: Asia Pacific (Mumbai)
EC2 ’

Select Region
ap-south-1 (Current Region) ¥ Q. Find applications

1
Name v Description ¥ | Region w | Origl ¥ a

No applications

Get started by creating an application.

Create application
e ——

CloudShell
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aws Q, 1AM > sacifi Twinkle%205harma ¥

Services S © ©

Rece: e —— s Click here

=l ec2 owle rticles

y multiple /S accounts

Tutorials

| Orig o &

Features
Were these results helpful?

Ps

1AM feature

Terms

@ (1) Global v Twinkle%20Sharma v

®© ©

e 1AM > Dashboard

Identity and Access L4
Management (IAM) IAM Dashboard . @

Q Search 1AM Security recommendations [{J @ AWS Account

Account ID

A Add MFA for root user
0] 235562991793

Enable mult

Dashboard
Account Alias
¥ Access management ) Create
(® Root user has no active access keys
User groups Using access keysa d to an 1AM user instead of the root user improves security. Sigﬂ—il'l URL for IAM users in this
Users account
i m 3 signin.aws.
i Click on L1 https://235562991793 signin.aws.a

mazon.comfconsole

Policies U S e rs IAM resources @

Identity providers Resources in this AWS Account
Account settings 5 $ $

9 User groups Users Roles Policies Identity Quick Links
Root access management New providers

My security credentials

v Access reports 0 0 2 0 0

Manage your access keys, multi-factor

Privacy Terms  Cookie preferences
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aws is | Q Search [Alt+S] fa @ 23] ilobal & Twinkle%205harma ¥
e 1AM > Users United States © ©

Identity and Access <
Management (IAM) Users (0) i

An 1AM user is an identity with long-term credentials that is used to interact] C g

Q, Search lAM Q. Search 8 here you Can : 1 ]

Asia Pacific

User name 'y Path v G See no reglon IS Password age ¥

Dashboard

¥ Access management
User groups k]
Users
Roles

A Sy
Policies a We don t

Identity providers Canada

Account settings C rgglon
Root access management New A
. selection

¥ Access reports

v
aws O @ @&  clobalv Twinkle%205harma ¥
e IAM » Users © G
F

Identity and Access ¢

Management (IAM) Users (0) e
An IAM user is an identity with long-term credentials that is used to interact with AWS in an account.
Search 1AM

Q Q, Search

User name A Path v Group: ¥ | Last activity v
Dashboard

v Access management No resources to display CI |Ck on Create user

User groups d b
Users
Roles
Policies

Identity providers

Account settings

Root access management New rajend raog 68jangid

¥ Access reports
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Step 1

IAM > Users > Create user ® @

(®) Specify user details SpECify user details

Step 2

Set permissions

Step 3

Review and create

User details
User name
[ twinkle] )
The user name can have up to 64 characters. Valid ¢ tors: A=-Z, a-z, 0-9, and + = . {hyphen)
E n te r yo u r | Provide user access to the AWS Management Console - optional
If yau're providing console access to a person, it's a best practice E to manage their access in lAM

Identity Center.

username

(@ If you are creating programmatic access through access keys or service-specific credentials for AWS CodeCommit or Amazon
Keyspaces, you can generate them after you create this IAM user. Learn more [4

Click here

rajendra0968jangid concet

= |IAM » Users » Create user @® ®
MEVIEW @l 1U L e
twinkle
Step 4 -
The user name can have up to 64 characters, Valid characters: A-Z, a-z, 0-9, and + = . @ _ - (hyphen)

Retrieve passward

Provide user access to the AWS Management Console - optional
providing console access to a person, it's a best practice m to manage their acoess in IAM
Identity Center,

T
() Are you providing console access to a person?
User type
Specify a user in Identity Center - Recommended
We recommend that you use Identity Center to provide console access to a person, With
Identity Center, you can centrally manage user access to their AWS accounts and cloud
applications.
| want to create an IAM user
We recommend that you create 1AM users only if you need to enable programmatic access
through acce; it credentials for AWS CodeCommit or Amazon Keyspaces,
Select this or a backup creden Qency account ac
J

Console password
© Autogenerated password

You can view the password after you create the user

Custom password

[9 CloudShell Feedback z i 5 Privacy Cookie preferences
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IAM > Users » Create user

Select custom
password

Deselect this

= |AM > Users > Create user

B &8 0 @

Global »

© Autogenerated password

You can view the password after you create the user.

Enter password

Custom password

Enter a custom passward for the user.

» Must be at least 8 characters long

e at least three of the following mix

1 f character types: uppercase letters (A-Z), lowercase letters {2-2), numbers (0-5
“{)_+-(hyphen)=[1{}]"

Show password

Users must create a new password at next sign-in - Recommended

Users automatically get the IAMUserChangePassword E policy to sllow them to change their own
password.

@ Ifyou are creating programmatic aceess through access keys or service-specific eredentials for AWS CodeCommit or Amazon
Keyspaces, you can generate them after you create this |AM user. Learn more [

Cancel

Click on Next

e

Step 3

Review and create

Step d

Retrieve password

Permissions options

© Add user to group
Add user to an existing group, or create a
new [EI'[]'.I[). We recommend usmng groups to
manage user permissions by job function.

) Copy permissions
Copy all group membe
managed polic

(1 Attach policies directly
Attach a managed policy directly to a user,
As a3 best prac tice, we recomm
attaching
add th

ships, attached
iline policies from

g, and 1d

an existing user

s to a group instead. Then,
to the appropriate group

(i) Get started with groups

Create a group and select policies to attach to the group. We recommend using groups to manage user
permissions by job function, AWS service access, or custom permissions. Learn more [

oo

Click on create group

» Set permissions boundary - optional

rajendra0968jangid



https://www.linkedin.com/in/rajendra0968jangid/

Create user group X

Create a user group and select policies to attach to the group. We recommend using groups to manage user permissions by
job function, AWS service access, or custom permissions. Learn more [%

User group name
Enter 3 meaningful name to identify this group

Enter admin

u Se r Maximum 128 characters, Use alphanumeric and “+=,.@-_' characters.

g rou p Permissions policies (1/1060) @

n a m e Filter by Type

Q. Search Allt... w

Policy name [2 | Type v | Description

Select

§F AdministratorAccess AWS managed ... Provides full access to AWS servic

PO I | Cy L an AdministratorAcce... AWS managed Grants account administrative per

W AdministratorAcce. .. AWS managed Grants account administrative per

Click on create user

= IAM > Users > Create user ® ®

(® admin user group created.

add the user to the appropriate group.

s roups (1) @ Gme)

Q, Search T > | @

"1 Group name[? a | users v Attached policies [2 v | Created v

Se I ect G ro u p # M| admin 0 AdministratorAccess 2025-07-11 (Now)

» Set permissions boundary - optional Click on Next

Previous

rajendra0968jangid cancel
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Q @ @3 Global »

= IAM > Users > Createuser @ c)
(& admin user group created. X
Step 1 3
@ Specify user details Review and create
& Review your choices. After you create the user, you can view and download the autogenerated password, if enabled.
ep 2
@ Set permissions
. User details
Step 3
@ Review and create User name Console password type Require password reset
twinkle Custom password Mo
Step 4
Retrieve password
- Scroll Down
Permissions summary
Name [2 & Type v Used as v

No resources

@ ]:l @ @ Global v ink Sharma ¥

= IAM > U:ers » Create user

@ admin user group created.

No resources

Tags - optional

Tags are key-value pairs you can add to AWS resources to help identify, organize, or search for resources. Choose any tags you want to
associate with this user.

No tags associated with the resource.

. Click on Add tag

rajendra0968jangid Concnt | Createuser

Privacy Terms Cookie preferences
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E;} 0 @ @ Global » n Sharma ¥

IAM > Users » Create user

& admin user group created.

No resources

Tags - optionat

Tags are key-value pairs you can add to AWS resources to help identify, organize, or search for resources. Choose any tags you want to
associate with this user.

Enter Key Key Value - optionat

@, department X Q, Engineering x
& value

Wou-can add up to 49 more tags.
rajendra0968jangid Cancel | Createuser

L0 (@ @&  Globalv

Than, click on create user

= IAM > Users » Create user

@ User created successfully

You can view and download the user’s password and email instructions for signing in to the AWS Management Console.

Step 2
R _— time you can view and download this password.
@ Set permissions
Step 3 Console sign-in details ( Email sign-in instructions E‘,)
@ Review and create
s Cons jan-i
Step 4
=
@ Retrieve password o
User name
0O twinkle

User is . ) Click on return to user list
nsole passwo
Created '_D Mhkrrs bR Show

NOW

[ cloudshell
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Q @ 8 Global v

e 1AM > Users ® ©

Identity and Access < -
Management (I1AM) Users (1) i @ Delete

An 1AM user is an identity with long-term credentials that is used to interact with AWS in an account.

Q, Search IAM

Q, Search 1 3
User name A | Path v Group: ¥ Last activity v MFA v | Password age ¥
Dashboard
twinkle / 1 - ” @ 4 minutes

¥ Access management

User groups . -
e Click on dashboard

Roles

Policies
Identity providers

Account settings

rajendra0968jangid

Root access management New

¥ Access reports

0 @ 83 Global ¥
e 1AM > Dashboard ® ®

Identity and Access < (@ New access analyzers available X

Management (IAM) Access Analyzer now analyzes internal access patterns to your critical resources within a single account
Or across your entire organization.

Q. Search 1AM

IAM Dashboard i ©

Dashboard

T — Security recommendations [ @ AWS Account

User groups /A Add MFA for root user e
. ) Add MFA I 235562991793
Users Add MFA for root user - Enable multi-factor authentication (MFA) for the root

user to improve security for this account .
Roles Account Alias

H eate
Policies (%) Root user has no active access keys CI IC k on

|1‘.‘|E|‘|1.‘il.5|I pl‘ovjtferg Using access keys attached to an 1AM user instead of the root user impraves serunt-,-c

ign-in URL for I1AM users in this
re ate account
. [C1 https://235562991793.signin.aws.a
Root access management New a I | a S mazon.com/console
IAM resources

Account settings

¥ Access reports

L Resources in this AWS Account
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Create alias for AWS account 235562991793

Preferred alias

[ aws-twinkle-v1

Must be not more than 63 characters, Valid characters are a-z, 0-9, and - (hyphen).

New sign-in URL
https://aws-twinkle-v1.signin.aws.amazon.com/console

(@ 1AM users will still be able to use the default URL containing the AWS
account ID.

Click on
cancel B create alias

Global = Twinkle Sharma »

e 1AM > Dashboard

Identity and Access < @ Alias aws-twinkles-v1 created for this account.
Management (IAM)

Q, Search 1AM

IAM Dashboard ©

Dashboard Security recommendations [§}) @ AWS Account
¥ Access management A Add MFA for root user Account 1D
. . Add MFA 0 235562991793
User groups Add MFA for root user - Enable multi-factor authentication (MFA) for the root

user to improve security for this account. 2
Users Account Alias
. OUF account q aws-twinkles-v1 Edit | Delete
Roles (%) Root user has no active access keys
Palicies Using access keys attachad to an IAM user instead of the root ua Ilﬁa.)SHa FS‘”@-’reated Sign-in URL for IAM users in this
account

Copy this URL & paste it » Iy hitps://aws-twinkles-

Identity providers

Account settings

Root access management New IAM resources in incognite browser for®

Resources in this AWS Account .
login user

v1.signin.aws.amazon.com/console

¥ Access reports

uick Links
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%5 eu-north-1.signin.awsamazon.con

You are currently using the improved sign in Ul experience. X
sign in [ experience will launch seon. During this time, you can still change back to legacy sign in using the

The imp L
dropdown in the upper right corner.

rajendra0968jangid

IAM user sign in @

E nte r. yo ultfmt.nr 1D or alias (Don't have?)

aws-twinkles-v1

u Se r n a m e Remember this account

1AM username

After that click

mQ) Sign-in

New sign in W Multi-session disabled w English w

dWsS Scroll down

Amazon Lightsail

Lightsail is the easiest way
to get started on AWS

Learn more »

Account 1D or alias (Don't have?) Amazon Lightsail .

aws-twinkles-v1
Lightsail is the easiest way
to get started on AWS

Remember this account

1AM usermname

| | Learn more »

Enter %
d

Passwor

Show Password Having trouble?
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admin |16 X @ twinkle | x @ Course: Ul X + == | ? Console Home | Console Hom« X + (1]

C 9% us-east-1.console.aws.amazon.com/iam/hom.. G Yy = o c o= eu-north-1.console.aws.amazon.com/cons home?regio.. ¥¢ L Incognito

Q Bl Q @ ) Global ¥ Twinkle%20Sharma Q 3] fat @ 3 Europe (Stackhol ¥

= AM s D i
= IAM > Users > twinkle AccountID Account ID

Last console sign-in I 2355-6299-1793 0 2355-6299-1793
; Console Home i IAM user
R ot [0 twinkle

Organization i Recently visited info

< Groups Tags o2 U
1) (1) Service Quotas Th'S is IAM User
This iS root user Billing and Cost Management Organization
. 3 u Security credentials Service Quotas
Console Sign-in Billing and Cost Management
Console sign-in link e e eV Security credentials

Turn on mul on support

) https://aws-twinkles-
v1.signin.aws.amazon.com/console -

No recently visited se *. Turn on mu

__________________ Explore one of these commonly vis | Switch role )

EC2 53 Aurora and RD

Multi-factor authentication (MFA) (0)

Feedback Privacy Terms Cookie preferences @ Feedback Privacy Terms Cookie preferency

025, Amazon Web Services, Inc. or its affiliates. © 2025, Amazon Web Services, Inc. or its affiliates.

rajendra0968jangid
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|AM Policy

An |IAM policy is a set of rules written in JSON format
that determines whether a request is allowed or
denied. It controls access to AWS services and

resources.

Types of IAM Policies

Type

Identity-based policies
Resource-based policies
Permissions boundaries
Organizations SCPs

Session policies

Description

Attached to users, groups, or roles to

grant permissions.

Afttached directly to resources (like 53
buckets or SNS topics).

5et limits on the maximum permissions

an identity-based policy can grant.

Service Control Policies applied at AWS

Organization level.

Passed when assuming a role (temporary

permissions).

Example

"Allow EC2 start for developers”

"Allow another account to access my

bucket"

"User can't delete EC2 even if a policy says

yes”

"Deny root account from disabling
CloudTrail"

"Allow temporary upload to 53 during

session”



Structure of an IAM Policy

Abasic IAM policy contains the following key elements:

{
"Version": "2012-10-17",

"Statement”; |

{
"Effect": "Allow",

"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::my-bucket/*"

rajendra0968jangid
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Breakdown of the Policy Structure:

Json

"Version": "2812-18-17",
"Statement”: [

{
"Effect”: "Allow",
"Action™: “s3:PutObject”,
"Resource”: “arn:aws:s3:::my-bucket/*"
3
1
i
Element
"Version®
"Statement™
"Effect”
“Action"

"Resource”

"Condition" (Opfional)

Description

Specifies the policy language version. Always use "2812-18-17" (latest

version).

One or more individual permission blocks.

Either "Allow" or "Deny" — determines if the action is permitted or
blocked.

Specifies the AWS service actions (like s3:GetDbject .

ec2:StartInstances ).

Specifies the ARN of the resource the action applies to.

Adds conditions to when the policy is in effect (e.g.. based on IP address,
time, MFEA),



aws HTH Q
Sl HH

Seoarct
20

e IAM > Policies

Identity and Access <
Management (I1AM)

Q, Search IAM

Here we
have policies

Dashboard

¥ Access management
User groups
Users
Roles
Policies
Identity providers
Account settings

Root access management New

¥ Access reports

Identity and Access
Management (IAM)

Q Search 1AM

Dashboard

¥ Access management

User groups
Users
Raoles

Policies

Identity providers

Account settings

¥ Access reports

Policies (1372) o

A policy is an object in AWS that defines permissions.

Filter by Type

Q. Search

Policy name

&

B B @8 B B

<

On
clicking

Service
%AM

All types

a4 | Type
W AccessAnalyzerSer...
W¥ AdministratorAcce...

W AlOpsAssistantPolicy

T AlOpsConsoleAdmi...

Wi AlOpsOperatorAce. ..

e 1AM > Policies > IAMAccessAdvisorReadOnly

Type
AWS managed

AWS managed

AWS managed
AWS managed
AWS managed
AWS managed

AWS managed

v

AWS managed - job fu...

Creation time
June 22, 2019, 01:03

B L ® @& Globalv

On SearChing IAM here @ ] Actions ¥

Used as v |
None

Permissions policy (1)

None

None

None

None

None

Edited time

June 22, 2019, 01:03
(UTC+05:30)

Twinkle%%20Sharma v

Delete

Description

Provides full access to AWS services an
Grants account administrative permiss
Grants account administrative permiss
Provides ReadOnly permissions requir.
Grants full access to Amazon Al Opera

Grants access to the Amazon Al Opera

®

ARN
[0 arm:aws:iam::aws:policy/1AM
AccessAdvisorReadOnly

Permissions

Permissions defined in this policy inf

Entities attached

Policy versions

Last Accessed

Permissions defined in this policy document specify which actions are allowed or denied. To define permissions far an 1AM identity (user, user

group, or role), attach a policy to it

Q, Search

Allow (2 of 445 services)

4

Access level

Limited: List, Read

v | Resource

All resources

(P Show remaining 443 services
|  Request condition

None




8 0 @

Global » 205harma »

e IAM > Palicies > IAMAccessAdvisorReadOnly

© ©

FY
Identity and Access <
Management (IAM) Permissions defined in this policy it JSON
Permissions defined in this policy document specify which actions are allowed or denied. To define permissions for an IAM identity (user, user
Q Search 1AM group, or role), attach a policy to it
Q, Search
Dashboard <Services  Actions in IAM (13 of 176) It is showi Ng summary
(® show remaining 163 actions

¥ Access management Read (8 of 34)

User groups
Action A | Resource |  Request conditit
Users
Roles GenerateCredentialReport All resources None
Policies GenerateOrganizationsAccessReport All resources None
Identity providers
5 GenerateServiceLastAccessedDetails All resources MNone

Account settings
Root access management New GetOrganizationsAccessReport All resources Naone

¥ Access reports GetPolicy All resources Naone

- - =

e 1AM 3 Policies > IAMAccessAdvisorReadOnly

1o Permissions defined in this policy i

Identity and Access <
Management (IAM)

| Q, Search laM

Dashboeard

¥ Access management 16

11

User grokps 12

Users 13

14

Roles 15

16

Poliches 17

18

Identity providers 19

Account SEUTNgs 2

e 21

Root access management New 2

e 2

-

Access reports 3

Access Analyzer 26

7

Resource analysis New 28

...... =

Unused acoess 38

: 31

Analyzer settings

2! o 1

Credential report 33
34 |k

Organization activity

Service control polices

"Varsion™: "2012-10-177,
“Statement"”: [

"Effect”: "Allow"™,

“Action": [
“iamListRoles”
"iam:ListUszers
"iam:ListGroups",
“iam:ListPolicies™,
“iamiListPoliciesGrantingServiceAccess”,
"iam:GengrateServicelasticcessedDetails”

“iam:GenerateQrganizationsAccossRoport”
“iam:Gencratelredent LalfReport”™,
*iam:Gethole”,

“iamiGetPelicy”,
"iam:GetServicelasticcessedDetails"”,
"iam:GetServicelastAccessedie!

s:Describelrgan
iDescribePfoll
stChildren
“arganize stParents™,

"argani :ListPoliciesForTarget™,
"organizations:ListRoots”,

i iListPolicies™,
"arganizations;:ListTargetsForPolicy™

1,

“Resource”:

Permissions defined in this policy document specify which actions are allowed or denied, To define permissions for an 1AM identity (user, user group, or role), attach a policy to it

ilsWithEntities™;

Summary

On clicking JSON u will see
the JSON code permissions
defined

rajendra0968jangid
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|IAM Policies Hand On

1 Go to portal login root user
1 Go to IAM

(2] ya @ ] Global ¥ Twinkle%620Sharma ¥

T lAM > Dashboard ® @
Root user has no active access keys

Using access keys attached to an 1AM user instead of the root user improves security. Sign-in URL for IAM users in this account
[0 https://aws-twinkles-

C I | c k h e re v1,signin.aws.amazon.com/console

IAM resources @

Resources in this AWS Account H 3
SRR, i Quick Links

User groups Users Roles Policies Identity providers

My security credentials

T 1 2 0 0

= Manage your access keys, multi-factor authentication
(MFA) and other credentials.

What's new 2 View all
Updates for features in IAM Tools 2
« AWS IAM announces support for encrypted SAML assertions. 5 months ago Policy simulator

» AWS CodeBuild announces support for project ARN and build ARM 1AM condition keys. 6 months ago The simulator evaluates the policies that you choose

= |AM Roles Anywhere credential helper now supports TPM 2.0. 7 manths ago and determines the effective permissions for each of
+ Announcing AWS STS support for ECDSA-based signatures of OIDC tokens. & months ago the actions that you specify.

P e



2. Global v Twinkle%:20Sharma »
8 o0 ©

e IAM > Dashboard ® @

N, IEU LI M

A
(0 New access analyzers available Create new analyzer X
Access Analyzer now analyzes internal access patterns to your critical resources within a single account
Dashboard or acrass your entire organization.
¥ Access management
User groups IAM Dashboard i« @
Users
i Click on Security recommendations [§J) @ AWS Account
Policies
wentity providers POliCies AN ASAEA ToY fontuisee Add MFA ?imzus?s?zgm 793
Add MFA for root user - Enabte multi-factor authentication (MFA) for the root o
Account settings user to improve security for this account, i ¢ Ali
ccount Alias
Root access management New aws-twinkles-v1 Edit | Delete
@ Root user has no active access keys
¥ Access reports Using access keys attached to an IAM user instead of the root user impraves security. Sign-in URL for IAM users in this
Access Analyzer ot
: D) https://aws-twinkles-

Resource analysis New v1.signin.aws.amazon.com/console

Unused access IAM resources @

Analyzer settings v Resources in this AWS Account

o (@) o] Global = Twinkle®20Sharma w

e 1AM 3 Policies

-
Identity and Access < Policies (1372) e @ ( Actions v ) ( Delete
Management (1AM) A policy is an object in AWS that defines permissions, N2
Filter by Type Click on create policy
Q, Search 1AM
Q, Search All types v 1 2 3 4 5 6 7 . 69 > &

Policy name A | Type v | Usedas v | Description

Dashboard
T AccessAnalyzerSer... AWS managed None =
¥ Access management & 9

User groups [E W8 AdministratorAccess AWS managed - job fu... Permissions policy (1) Provides full access to AWS services an
Users o . i )

[¥ 9@ Administratoricee. .. AWS managed None Grants account administrative permiss
Roles
Policies [ %9 Administratoracce. .. AWS managed None Grants account administrative permiss
Identity providers B W AlOpsAssistantPolicy AWS managed None Provides ReadOnly permissions requir.
Account settings =

] [ %9 AlOpsConsoleAdmi... AWS managed None Grants full access to Amazon Al Opera

Root access management New

mE AlOpsOperatorAce... AWS managed None Grants access to the Amazon Al Opera

¥ Access reports

v X —— ] [ ]
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= IAM > Policies > Create policy ® ®
Step 1 . . .
(® Specify permissions SpEley Permissions i

Add permissions by selecting services, actions, resources, and conditions. Build permission statements using the JSON editor.

Policy editor JSON ( Actions ¥ ) { & )

Step 2

Review and create

¥ Select a service
Specify what actions can be performed on specific resources in a service.

Service

Choaose a service v

( + Add more permissions )

Click here to select service

Cancel

@ 0. @ @ Global » Twinkle%205harma v

= |AM > Policies » Create polic
s ~ i [ Q Fl'frfar services J @ G
—
Commeonly used services )
Step 1
(®) Specify permissions S| AutosScaling
e Adt CloudFront 2nts using the JSON editor.
Step 2
Review and create EC2
T ] g son ( Actions v) ( E[)
5 Lambda [ 1am |
RDS
Select IAM =
SNS v
Choose a service &

( 4+ Add more permissions )

Cancel ; Next
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1AM > Policies » Create policy

Review and create

Global =

Policy editor sson | (Cactions v ) (m)
v IAM

Set permissions for 1AM

¥ Actions allowed
Specify actions from the service to be allowed.

{ Q P'J'l'rrzr'Achon'; ] Effect
© Allow Deny

Manual actions | Add actions
AlLIAM actions {iam:*)

o Search permission you want to
> List(39) assign for now | am searching

» Read (32)

e o 1o listuser

Expand all | Collapse all

& o @ el Global ¥

1AM > Policies > Create policy ® C]

205harma ¥

Review and create

Policy editor ([ visual JEEECGIY ( Actions v ) ( = )

" I+ eon

¥ Actions allowed

Specify actions fraom the service to be allowed.

Q, listuser % Effect
© Allow () Deny
List
ListUserPolicies  Info ListUsers __info [ ] ListUserTags Info
» Resources

Select it

Specified resource ARNs for these actions,

All resources


https://www.youtube.com/@techtwinklesharma/

Global =

= 1AM > Policies > Create policy ® @

Review and create

Policy editor €D sson | (actions v ) (@)
v IAM

Set permissions for 1AM

¥ Actions allowed

Specify actions from the service to be allowed.

{ Q P'J'l'rrzr'Achon'; ] Effect
= © Allow Deny

Manual actions | Add actions
AlLIAM actions {iam:*)

— Search permission you want t0 ... cotspeest
> Lt G9) assignfornow | amsearching

» Read (32)

e vneian tren Getuser

Q @ @} Global v Twinkle¥205harma v

= 1AM > Policies > Create policy @ @

Review and create

Policy editor sson | (actions v ) (@ )

v |IAM
LI 2 Actions

Specify what actions can be performed on specific resources in IAM.

¥ Actions allowed
Specify actions fram the service to be allowed.

Q, getuser e Effect
O Allow Deny

Read

GetUser | Info [ GetUserPolicy = Info

Select it

Specify resource ARNs for these actions,

[« IO

¥ Resources




fal @ ] Global ¥ i :205harma ¥

= |AM > Policies » Create policy O] (0]

Specify actions from the service to be allowed.

[ Q, Filter Actions ] Effect
O Allow Deny

Manual actions | Add actions
All 1AM actions (iam:*)

Access level Expand all | Collapse all
P List (Selected 1/39)

» Read (Selected 1/32)

> Write (66) List & Read is assigned

» Permissions management (23)

» Tagging (16)

¥ Resources

Specify resource ARNs for these actions

O Aau

Global v Twin

= IAM > Policies > Create policy ® @

¥ Resources

Specify resource ARMNs for these actions.

O Al
Specific
£ The all wildcard "' may be overly permissive for the selected actions, Allowing specific ARNs for these service resources can improve se

curity.

» Request conditions - optional

Actions on resources are allowed or denied only when these conditions are met.

( + Add more permissions )

Click on Next

Cancel




Q @ @ Global v i 205Sharma v

= |AM > Policies > Create policy (0] @
Step 1 =
@ Specify permissions Review Ell"ld create i

e Review the permissions, specify details, and tags.
LEp &

@ Review and create
Policy details

Policy name
Enter a meaningful name to identify this policy.

Maximum 128 characters. Use alphanumeric and "+=,.@-_' characters.

R Enter policy name you
Add a shart explanation for this policy. .
want to give to your

policy

Maximum 1,000 characters. Use alphanumeric and '+=.@-_' characters,

Than scroll down

aws i Q se [Alt+5] o @ & Global Twinkle:20Sharma ¥

= IaM > Policies > Create policy ® @
Q Seorch
Allow (1 of 445 services) (B Show remaining 444 services
Service A | Accesslevel v | Resource | Request condition
1AM Limited: List, Read All resources None
4 >

Add tags - optional i

Tags are key-value pairs that you can add to AWS resources to help identify, organize, or search for resources.

Mo tags associated with the resource.

Click on create policy

You can add up to 50 more tags.

rajendra0968jangid .
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05harma =

dWws
el

e 1AM > Policies » newiam @] @

Identity and A < newiam o - Delete
ancgtment (AM] Policy created

Management (IAM)

O Saarch M Policy details
Type Creation time Edited time ARN
Customer managed July 14, 2025, 15:27 July 14, 2025, 15:27 IO arn:aws:iam:235562991793

2 7 :policy/newiam
Dashboard (UTC+05:30) (UTC+05:30) policy,
¥ Access management
User groups o S Policy versions
i Permissions Entities attached Tags 0 ¥ Last Accessed
Sers i
Roles

— Permissions defined in this policy info N

Identity providers
L Permissions defined in this policy document specify which actions are allowed or denied. To define permissions for an 1AM identity (user, user

Account settings group, or role), attach a policy to it
Root access management New Q search
¥ Access reports . G _
v Allow (1 of 445 services) (B Show remaining 444 services

o @ £ Global ¥ Twinlkl

20Sharma ¥

e 1AM > Policies > newiam @ @
a
Identity and Access < Permissions defined in this policy i ISON
Management (IAM)

Permissions defined in this policy document specify which actions are allowed or denied. To define permissions for an IAM identity (user, user
group, or role), attach a policy to it

Q, Search 1AM

Q. Search

< Services Actions in IAM (2 of 176)
Dashboard (B Show remaining 174 actions

Read (1 of 34)
¥ Access management

. Action 4 | Resource |  Request conditii
User grou
“*0On this
Users . . GetUser All resources None
Roles pOIICy thls | gy ——————— ———— —— — ————————— — >
Policies 2 HP.
olicies .
Identity prouiﬂH‘ List (1 of 37)
Account settings Action a | Resource |  Request conditit
Root access management New
"""" ListUsers All resources None

¥ Access reports

A4 ——————



Assign Direct policy to user

7 Go to IAM
1 GO to user

Global = winkle harma v

e 1AM > Users ® &
-~
Identity and Access < . -
Management (I1AM) Users (1) o @ . Daate.
An 1AM user is an identity with long-term credentials that is used to interact with AWS in an account.
Search 1AM
Q Q, Search o1 3]
User name A | Path v Group: ¥ | Last activity v MFA @ | Password age ¥
Dashboard
twinkle / 1 © 2 hours ago ; “

¥ Access management

User groups .
— Click on user

Roles

Palicies

Identity providers

Account settings

rajendra0968jangid
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o @ 53 Global v Twinkle%205harma v

e IAM > Users > twinkle ® ®

a Lreated Last console sign-in
Identity and Access ¢ July 11, 2025, 14:34 (UTC+05:30) @ Today
Management (IAM)
Q, Search 1AM Permissions l?:'!nups T?.gs Security credentials Last Accessed CI ICk on Ad d pe rmissians
Dashboard P . . ot
Permissions pohc;es (1) © Remove ( Add permissions & )
v Access management Permissions are defined by policies attached to the user directly or through groups. [ Add permissions ]
Lser griups Filter by Type Create inline policy
Users Q, Search All types v : [l (1]
Roles
: = —
Policies Policy name [ a | Type v | Attached via[2
Identity providers F W¥ AdministratorAccess AWS managed - job function Group admin

Account settings

» Permissions boundary (not set)

¥ Access reports

Q @ @ Global » Twinkle%20Sharma v

= IAM > Users » twinkle > Add permissions @ @

Step 3 n
@ Add permissions Add permissions

Eion s Add user to an existing group or create a new one. Using groups is a best-practice way to manage user's permissions by job functions. Learn

tep
: more [2 . . .
Click on policy directly
Permissions options

© Add user to group ) Copy permissions | Attach policies diréttly
Add user to an existing group, or create a Copy all group memberships, attached Attach a managed policy directly to a user
new group. We recommend using groups to managed policies, inline policies, and any As a best practice, we recommend
manage user permissions by job function existing permissions bowndaries from an attaching policies to a group instead, Then,
existing user, add the user to the appropriate group

user roups 0 @ G
1 e

Q, Search

Group name ry I Users L4 Attached policies [2 v | Created v




1AM > Users » twinkle > Add permissions

Select the
policy

E o @ & Global v

Q iam X All types ¥ 14 matches @
B  Policy name [? a | Type v | Attached entities v
08 AwsiAMIdentityCenterallo... AWS managed 0
E W AWSQuickSightListlAM AWS managed 0
[ ] IAMAccessAdvisorReadOnly AWS managed 0
] [E W8 1AMAccessAnalyzerFullccess AWS managed 0
[E §# 1AMAceessAnalyzerReadO. . AWS managed 0
¥ |AMAuditRootUserCredent... AWS managed 0
[ Wi 1AMCreateRootUserPassword AWS managed 0
Wl |AMDeleteRoot UserCreden... AWS managed 4]
[ ¥ 1AMFullAccess AWS managed 0
E ¥ 1AMReadOnlyAccess AWS managed 0

IAM > Users > twinkle > Add permissions

BHE BB BB B B @ B

iF IAMACCessANalyzerkeadl), .,

B |AMAuditRootUserCredent. ..

LT IAMCreateRootUserPassword

¥ |AMDeleteRootUserCreden...

N |AMFullAccess

IAMReadOnlyAccess

¥ IAMSelfManageServiceSpe. ..

H# IAMUserChangePassword

W 1AMUserSSHKeys

newiam

AWS managed
AWS managed
AWS managed
AWS managed
AWS managed
AWS managed
AWS managed
AWS managed
AWS managed

Customer managed

Twinkle%%205Sharma v

®@ ©

Click on Next




= |AM > Users > twinkle > Add permissions ® [

Step 1
@ Add permissions Review

Eoin2 The following policies will be attached to this user. Learn more [3
lep £

@ Review

User details

User name
twinkle

Permissions summary (1) 1

. -1 — Click on add permissions

IAMAccessAdvisorReadOnly AWS managed Permissions policy

o @ o1 Global » Twinkle®:205harma »

e IAM 3> Users > twinkle ® C]

& Groups Tags s :
) Permissions P : 9 Security credentials Last Accessed
Identity and Access < ; il
Management (IAM)
Q, Search IAM Permissions policies (2) @ Remove ( Add permissions ¥ )
Permissions are defined by policies attached to the user directly or through groups.
Filter by Type
Dashboard Q. Search All types v 1 @
¥ Access management
Policy name [2 A Type v Attached via [?
User groups
Users | ) i AdministratorAccess AWS managed - job function Group admin
Roles i [E BFiAMAccessAdvisorRead Only AWS managed
Policies

ldentity providers

Account settings » Permissions boundary (not set) Directly perm|SS|On done

Root access management New

Ll v Generate policy based on CloudTrail events




|IAM - Password Policy

An IAM Password Policy in AWS defines the rules for creating
and managing console passwords for IAM users. It helps
ensure users create strong, secure passwords.

|AM Password Policy Options

Policy Setting

L2 Minimum password length

[ Require uppercase letters

[ Require lowercase letters

L. Require numbers

[ Require non-alphanumeric characters

[ Allow users to change their own password

[ Enable password expiration

[ Prevent password reuse

[ Require password reset on next sign-in

Description

5et a length from 6 to 128 characters

Must include at least one A-Z

Must include at least one a—z

Must include at least one 0-9

Must include symbols like (@#5%

Users can update their passwords

Force password change after X days {(up to 1,095 days)

Remember and block reuse of last N passwords {1-24)

When manually creating or updating a password




IAM - MFA (Multi-Factor
Authentication)

M?fee%rﬁnﬁé%icrfg éj %e‘c&?%@ \ﬁ?rE&J ;ﬁ7ﬁ%OrQwa re device (second

factor)
Best practice: Enable MFA for all users who log in to the

AWS Management Console—especially the root account.

Why Use MFA in IAM?

B AR R R RGN Y EE s
ProtectssensitiveAWSresourcesandmanagementactions

rajendra0968jangid
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MFA Devices Options in AWS

VIRTUAL MFA Device

e 'amazon

571 208 |

| F — @
202 104 142040 ¢
140 359

364 21 8 Micrasof Goaghe Dropbox
S A — " f m

Aulheicalon Authiy Authenbcalor Avthenficatos
Facobook Doshboard  Appest Deoombost

Google Authenticator ﬁ ﬁ
(phoneonly)

Authy
(phone only)



MFA Devices Options in AWS

Universal 2 nd Factor (U2F) Security Key

Yubikey by Yubico (3rd Party)

rajendra0968jangid



https://www.linkedin.com/in/rajendra0968jangid/

MFA Devices Options in AWS

Hardware Key FOB MFA Hardware Key FOB MFA Device for
Device AWS Gov Cloud (US)

Provided by Gemalto (3rd Party) Provided by SurePassID (3rd Party)

rajendra0968jangid
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MFA - Hands ON

Login to AWS Console Portal

a ] Global »

e 1AM > Dashboard \ @ 0]
&
Identity and Access < Click here
Management (IAM) IAM Dashboard i
Q Search IAM
IAM resources @ AWS Account
Resources in this AWS Account Account ID
Dashboard User groups Users Roles Policies Identity D 235562991793
providers %
¥ Access management Accoun_t Allas :
1 1 2 2 0 aws-twinkle-v4 Edit | Delete

User groups
Sign-in URL for IAM users in this

Users
account
Roles 0 https://aws-twinkle-
[ A
Policies What's new (2 View all v4.signin.aws.amazon.com/console
dates for fe 25 i TAM
Identity providers STRCARES T0F TRRURE N
Account settings * AWS |AM announces support for encrypted SAML assertions. 5 months ago . .
Root access management Mew + AWS CodeBuild announces support for project ARN and build ARN 1AM condition keys. QUle Links
& manths ago My security credentials
¥ Access reports « |AM Roles Anywhere credential helper now supports TPM 2.0. 7 months ago

CloudShell Feedback @ 2025, Amazon Web Services, Inc. or its affiliates, Privacy Terms Cookie preferences




aws | = (Q s

[Alt+5] Q @ ]

p — e
e IAM > Dashboard Account ID
a [0 2355-6299-1793
Identity and Access £
Management (1AM) IAM Dashboard P
Q s ' anization
earch IAM
IAM resources @ Service Quotas
Resources in this AWS Account Billing and Cost Management
Dashboard User groups Users Roles Policies Identity
providers

¥ Access management

1 1 | 2 2 0
Click on security credentials

User groups

Users

Roles
What's new 2 View all

Updates for features in 1AM

Policies va.signin.aws.amazon.com/console

ldentity providers

Aceount settings * AWS IAM announces support for encrypted SAML assertions. 5 months ogo
Root access management Mew * AWS CodeBuild announces suppaort for project ARN and build ARN |AM condition keys. QUle Links
6 manths ago My security credentials
¥ Access reports * IAM Roles Anywhere credential helper now supports TPM 2.0. 7 manths ago
b Manana wnir arcace baue molbi_fartne
o @ 1} Global ¥ 0sharma ¥
e IAM 3 Security credentials
s .
Identity and Access < My security credentials info
Management (IAM) The root user has access to all AWS resources in this account, and we recommend following best practices [3. To learn more about the types of AWS

credentials and how they're used, see AWS Security Credentials [ in AWS General Reference
Q Search 1AM

& You don't have MFA assigned
As a security best practice, we recommend you assign MFA.

Dashboard

¥ Access management dctiint dtslls Click on ASSign MFA

User groups

Users Account name Email address
Twinkle Sharma studyravish@gmail.com
Roles
Policies AWS account ID Canonical user ID
; ; I_U 235562991793 fﬁ Gacd0fafa077a484308a7e05f1d9d18e430f282d1238398ad4a0
Identity providers P

Account settings

Root access management New

b | v Access reports Multi-factor authentication (MFA) (0) Remove Resync




= |AM > Security credentials > Assign MFA device

Step 1

@ Select MFA device

Step 2

Set up device

= I|AM > Security creden

Select MFA device i

MFA device name

Device name
This name will be used within the identifying ARN for this device,

[ Twinklephone|

Maximum &4 characters. Valid characters: A<Z, a-z, 0-9, and + =,

1en)

MFA device

Device options

In addition to username and password, you will use this device to authenticate into

four account

o Passkey or security key

O

Authenticate using your fingerprint, face,
nrerreen lnck Creata a nacckev nn thic

als > Assign MFA device

Enter Device Name

Sharma v

© @&

Choose

authentication

option
For Now | am
selecting

authenticator App

Deviee options
In addition to usemame and password, you will pie this devics to
o —~ Passkey or security key
I\_:Ht;‘l Authenticate using your ﬁrvgerprint,
v Cal, face, or screen lock, Create a passkey
=

on this device or use another device,
like a FIDO 2 security key.

Passkey display name -
T 1l b Y

shaw

Optional

Authenticator app

Authenticate using a code generated
by an app installed on your maobile
device or computer.

Hardware TOTP token
Authenticate using a code generated
by Hardware TOTP token or other
hardware devices.




3 Assign MFA device @ @

Q, Sear
= 1AM > Security credentials

MFA device

Device options
In acddition 1o usermame ar

Passkey or security key
O{/‘x\ Authenticate using your fingerprint,
r (f J face, or screen lock. Create a passkey
bas f—ﬁ qs) on this device or use anather device,
like a FIDO2 security key.

o | Authenticator app
=huy Authenticate using a code generated
by an app installed on your mobile
device or computer.

Hardware TOTP token
Authenticate using a code generated

)| by Hardware TOTP token or ather Cl 0 k N
hardware devices, IC O n eXt

You can install apps for your smartphone from the app store that is
Install any App in

your mobile Phone
As | Have Android | web and desktop applications available. See the following table for
am installing google
authenticator

specific to your type of smartphone. Some app providers also have

examples.

You can choose according to your device

Android: Twilio Authy Authenticator, Duo Mobile, Microsoft

Authenticator, Google Authenticator, Symantec VIP

|OS: Twilio Authy Authenticator, Duo Mobile, Microsoft

Authenticator, Google Authenticator, Symantec VIP




= AM > Security credentials > Assign MFA device @ @

Stap 1

@ Select MFA device Set up device i
Step 2
@ Setup device Authenticator app

Avirtual MFA device is an application running on your device that you can configure by scanning a QR code.

o Install a compatible application such as Google Authenticator, Duo Mobile, or Authy app on your

maobile device or computer.

See a list of compatible applications | ]

Open your authenticator app, choose Show QR code on this page, then
Show QR code use the app to scan the code. Alternatively, you can type a secret key.
Show secret key

After Installing app click on show QR Code

° Type two consecutive MFA codes below

Enter a code from your virtual app below

MFA Code 7

Open google Authenticator App =N

inmobilephone Add an authenticator
code

To begin, either scan the QR code or manually
enter the setup key.

Touch on scan a QR Code ‘@ Scana QR code

[E) Enter asetup key

rajendra0968jangid
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Lty — - s e e e T

“ Install a compatible application such as Google Authenticator, Duo Mobile, or Authy app on your

mabile device or computer.

See a list of compatibie applications [3

Open your authenticator app, choose Show QR code on
this page, then use the app to scan the code.
Alternatively, you can type a secret key, Show secret key

Scan this QR
Code

o S e Enter the code you will see on your

Enter a code from your virtual app below

8934350 mobile phone

Wait 30 seconds, and enter a second code entry.

(o cone ) After Adding 2 code click on Add MFA

e 1AM 3 Security credentials @ @

L 4

Identity and Access £ @ MFA device assigned
Management {[AH] You can register up to B MFA devices of any combination of the currently supported MFA types with your AWS account root and 1AM user. With multiple MFA devices, you enly need
one MFA device to sign in to the AWS consale or create a session through the AWS CLI with that user.

Multi-factor authentication tMFﬂ] {1] | Remove Resync

Q, Search IAM

Bashioard Use MFA to increase the security of your AWS emvironment, Signing in with MFA requires an authentication cod®™ e an MFA device. Each user can have a maximum of 8 MFA devices
o el i3 "MFA completed
¥ Access management Type Identifier Certifications Created an
User groups
Users Virtual armawsiam: 2355625991793 mfa/ Twinklephone Not Applicable Fri Jul 18 2025

Roles

Access keys (0) ‘Here is your device Showing ceseacesia )

Identity providers
¥R Use access keys to send programmatic calls to AWS from the AWS CLI AWS Tools far PowerShell, AWS SDKs, or direct AWS AP calls, You can have a maximum of two access keys (active or
Account settings inactive) at a time, Leam mase [

Root access management MNew

MAccess key ID Created on Mccess key last used Regien last used Service last used Status
¥ Access reports
Aceess Analyzer No access keys
Resource analysis New As a best practice, aveid using long-term credentials like aceess keys. Instead, use teols which provide short term eredentials.Learn maore [3

Unused access Create access Key

Analyzer settings

Credential report




What is access key in AWS?

- An AWS Access Key is a pair of security credentials
that allow programmatic access to your AWS account
using tools like the AWS CLI, SDKs, or API calls.

What Is an AWS Access Key?
It consists of two parts:

Component Example Format
Access Key ID AKIATOSFODNN7EXAMPLE
Secret Access Key wlalrXUtnFEML/K7MDENG/ bPXxRF1ICYEXAMPLEKEY

Together, these are used to authenticate your application/script to AWS.

rajendra0968jangid
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AWS CLI (Command Line Interface)

The AWS CLI is a unified tool that provides a consistent
interface for interacting with AWS services using
commands in your shell (PowerShell, Bash, etc.).

What is the AWS SDK (Software Development Kit)?

The AWS SDK allows you to:

CallAWSservicesprogrammatically(likeEC2,53,DynamoDB)

Sign requests, handle retries, parse responses

Integrate AWS into mobile, web, and backend applications
e, Use temporary credentials, MFA, and roles

-SimpiMesysing AWS APIs in your language of choice.



Popular AWS SDKs by Language

Language SDK Name Package Manager
Python boto3 pip install boto3
JavaScript/Mode,js aws-sdk / @aws-sdk/client-s3 npm install

Java AWS SDK for Java Maven/Gradle
C#/.NET AWS SDK for .NET MNuGet

Go AWS SDK for Go go get

PHP AWS 5DK for PHP Composer

Ruby AWS 5DK for Ruby gem inztall
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AWS CLI Setup on windows

<« - ¢ 2% google.com/searchig=install+aws+cli+on +windows8irlz=1C1CHEF_enINB73IN8738i0q==8gs_lcrp=EgZjaHIvbWlLIgCQgAECMYxjgAjlICAAQIxgnGOoCMg. ..

GO{';-gle install aws cli on windows X & @ Q

Al Mode All Videos Images Short videos Farums Shopping More =

Tools =

o coame Ve . Search this on browser
nips:iidocs.aws amazon.com » ¢l » gelting-stanted.install  ;
Installing or updating to the latest version of the AWS CLI

Install or update the AWS CLI * Unzip the installer. If your Linux distribution doesn't have a buill-in unzip
command, use an equivalent to unzip it. - Run the ...

Windows 5
By default, the AWS CLI version 1 installs to C:\Program Files ...
Setting up the AWS CLI 5

Configuring using AWS CLI commands. For general use, the ...

More results from amazon.com »

E- Amazon AWS Documentation
E hiips:f/docs.aws.amazon.com » cli » latest » userguide » G...

Getting started with the AWS CL

After that, click here

P

a

I

e
'
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AWS Command Line
Interface

User Guide for Version 2

B About the AWS CLI

Get started
Prerequisites
Install/Update
Past releases
Build and install from source
Amazon ECR Public/Daocker
Setup

Configure the AWS CLI

b Authentication and access

>

https.ffdocs aws.amazon.com/cli/latest/userguide/getting-started-installbtml. itk entires ic 2 mara incdanth mathad that ic nrimarilv nead by

credentials

Using the AWS CLI

F A R L

Get started

£

Service guides Al resources

( + PDF ) ( & RSS ) (P Focus mode

Developer tools

Q, Search in this guide

Englishw Preferences ¥ Contact Us Feedback

This chapter provides steps to get started with version 2 of the AWS Command
Line Interface (AWS CLI) and provides links to the relevant instructions.

1. Complete all prerequisites - To access AWS services with the AWS CLI, you
need at minimum an AWS account and IAM credentials. To increase the
security of your AWS account, we recommend that you do not use your root
account credentials. You should create a user with least privilege to provide
access credentials to the tasks you'll be running in AWS.

2. Install or gain access to the AWS CLI using one of the following methods:

+ (Recommended) Installing or updating to the latest version of the AWS
cul.

» Installing past releases of the AWS CLI version 2. Installing a specific
version is primarily used if your team aligns their tools to a specific
version.

+ Building and installing the AWS CLI from source. Building the AWS CLI

Get started Service guides Developer tools

- For installation instructions, expand the section for your operating system,

AWS Command Line <
Interface

) » Linux
User Guide for Version 2
» Abaut the AWS CLI » mac0S
¥ Getstarted
Prerequisites
» Windows

Install/Update

Past releases

Build and install from source
Amazon ECR Public/Docker

Setup errors
» Configure the AWS CLI

Al resources

Troubleshooting AWS CLI install and uninstall

¥ Recommended tasks

How to ~

Set up AWS CLI to use with
services

Enable and configure IAM
Identity Center

Sign in to AWS CLI| with IAM
Identity Center

Click here

Did this page help you?

DI

wes ¥ Contact Us Feedback

English¥ Prefi

Q. Search in this guide

Scroll Down

On this page
AWS CLIinstall and update
instructions
Troubleshooting AWS CLI install
and uninstall errors

MNext steps

¥ Recommended tasks

Click on windows

How to -

Verify Session Manager plugin
installation

P Authentication and access
credentials

W P Using the AWS CLI

b Code examples

If you come across issues after installing or uninstalling the AWS CLI, see
Troubleshooting errors for the AWS CLI for troubleshooting steps. For the most
relevant troubleshooting steps, see Command not found errors, The “aws --
version” command returns a different version than you installed, and The "aws --

wersinn” rammanrd returns a versinn after ininstallina the AWS 1|

Learn about ~

Supported AWS Regions for
CloudShell



English¥ Preferences ¥ Contact Us Feedback

aw§ Get started Service guides Developer tools Al resources Q, Search in this guide
el = We support the AWS CLI on Microsoft-supported versions of 64-bit
AWS Command Line < Windows. i
Interface = Admin rights to install software Dnihis page

User Guide fi fon 2 i
ser Guide for Version AWS CLI install and update

Install or update the AWS CLI Wistyuctions
P About the AWS CLI Troubleshooting AWS CLI install
To update your current installation of AWS CLI on Windows, download a and uninstall errors
e new installer each time you update to overwrite previous versions. AWS CLI Next steps
Frenequisites is updated regularly. To see when the latest version was released, see the
Install/Update AWS CLI version 2 Changelog[® on GitHub. v Recommended tasks
Past releases

1. Download and run the AWS CLI M5l installer for Windows (64-bit):
Build and install from source How to A
https:,‘_a’awscli_amaznnaws.cum_:‘AWSCLWZ,msiE

Alternatively, you can run the msiexec command to run the MSI Verify Session Manager plugin

Setup installer CI ic k h e re installation

» Configure the AWS CLI

Amazon ECR Public/Docker

» Authentication and access ; 2
C:\> msiexec.exe /i https://awscli.amazonaws.com/AWS @

credentials Learn about ~
» Using the AWS CLI 4 L3
- Suppaorted AWS Regions for
I.Ttm‘-:f:‘;u;s;l‘l:;ﬂ_m-:;‘;WEWNAwscmlmzl L Enr uariaiié naramaestare that ran hs ieod with mciovar éas meciavos [ CloudShell i
Recent download history

aws Get started Service guides Developer tools Al resources TN AWSCLVZ.msi =]
~—T 39.2 MB - Done
- + We support the AWS CLI on Microsoft-supported versions of 64-
AWS Command Line < Windows. Cl . k X
I“ter_face ) « Admin rights to install software ICk on S |
User Guide for Version 2 oy 4
downloaded File i
Install or update the AWS CLI =
B About the AWS CLI stall
ST To update your current installation of AWS CLI on Windows, download a
Rt new installer each time you update to overwrite previous versions. AWS CL -
Prerequisites is updated regularly. To see when the latest version was released, see the ’
Install/Update AWS CLI version 2 Changelog[2 on GitHub.
Past releases .
1. Download and run the AWS CLI MSI installer for Windows (64-bit): L]
Build and install from source ~
. https://awscli.amazonaws.com/AWSCLIV2.msi[Z
Amazon ECR Public/Docker .
. Alternatively, you can run the msiexec command to run the MSI : M
installer. =
P Configure the AWS CLI
» Authentication and access . . .
crotlantials C:\> msiexec.exe fi https://awscli.amazonaws.com/AWS! @ Fll doviioad biskory [
» Using the AWS CLI . »

Supported AWS Regions for

p Code examples CloudShell

- For various parameters that can be used with msiexec . see msiexec[? ==
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aWS Get started Service !'?_' AWS Command Line Interface v2 Setup = K lthis guide
—] |
= W Welcome to the AWS Command Line
AWS Command Line < W aws Interface v2 Setup Wizard X
Interface I S On this page
User Guide for Version 2 P It whille the Setup Wizard to guide
ser Guide for Version mf:u“;;ﬁht;:nslsllateim. PV prepares 0. guite you AWS CLI install and update
instructions
Inste Computing space requirements . .
» About the AWS CLI Troubleshooting AWS CLI install
To upi and uninstall errors
w (et started P
new it | Next steps
Prerequisites is upd
Install/Update AWS ( ¥ Recommended tasks
Past releases
ild and install f o
Build and install from source i ‘ How to ~
Amazon ECR Public/Docker
Al Back Nest Cancel | Verify Session Manager plugin
Setup i — installation
» Configure the AWS CLI
» Authentication and access . i
credantials C:\> msiexec.exe /i | 3
: -8 AWS Command Line Interface v2 Setu - ;
P Using the AWS CLI 4 SEI'VICE f 2 P X thS QU.

» Code examples

- For various parameters that

.« W Welcome to the AWS Command Line
W aWS Interface v2 Setup Wizard
e Al \*'-ue-eﬁl""?

The Setup Wizard will install AWS Command Line Interface v2
on your computer. Click Next to continue or Cancel to exit the
I nstﬂ Setup Wizard.

To upil
new [1‘
is "'pd|
AWS ¢ Click on Next

> T O

Back Mext Cancel

=
I
-




ervice !’J AWS Command Line Interface v2 Setup &=
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W
s A

Instz

To up
new i
is up
AWS

S =

End-User License Agreement

X this guide

aws

7

Please read the following license agreement carefully - -
AWS Command Line Interface
Copyright Amazon.com, Inc. or its affiliates. All

Rights Reserved.
Licensed under the Apache License, Version 2.0

in compliance with the License. A copy of the
License is located at

http://aws.amazon.com/apache2.0/

(the "License"). You may not use this file except

1. Di [ ]T accept the terms in the License Agreement After that, C||Ck on Ne t
h
Al Check this 5 Back Next Cancel
|
[ TSRS ‘8 !'_:'_l AWS Command Line Interface v2 Setup = X this g
1 W Select the way you want features to be installed. "7
w i
Al Click the icons in the tree below to change the way features will be installed.
! The AWS Command Line Interface is
ite a unified tool to manage your AWS
| services.
1p
I This feature requires 70MB on your
hard drive.
pd
54
D Click on Next
Location: C:\Program Files\Amazon\AWSCLIV2\ Browse...
h
A Reset Disk Usage Back Mext Cancel
in

e
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Ready to install AWS Command Line Interface v2 aws

wl _ )
W

Click Install to begin the installation. Click Back to review or change any of your installation

settings. Click Cancel to exit the wizard.
tc
p
i
d
5 _

Click on Install

D
h
A Back [ !'1"5'3][ Cancel 3 !':_‘ AWS Command Line Interface v2 Setup = x ;m
ins i

Installing AWS Command Line Interface v2 aws

P - I

Please wait while the Setup Wizard installs AWS Command Line Interface v2.

£ validating install
| ——

p

i

d

o

D

hi !
A Back Next L_Cvar_ll:ﬂ




, ‘? AWS Command Line Interface v2 Setup = X

W Completed the AWS Command Line
W aWS Interface v2 Setup Wizard

A
; Click the Finish button to exit the Setup Wizard.

DI Click on Finish |

h.i Back

énbnttcn:a T

Control Panel

Click on search, command Prompt




C:\Users\Ek>aws --versionjaee \' ill thi
aws-c1i/2.27.54 Python/3.13. dows/11 exe/AMDEA(EEEE ou will see this

C I\USET‘S\I =

Type this & press enter

rajendra0968jangid
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AWS CLI Setup on Mac OS X

L R S 2: google.com/search?q=aws+ cli+install+for+mac+os&rlz=1C1CHBF_enINB73IN873&oq=aws +cli+install+for+mac+os&igs_lcrp=EgZjaHvbWUyBggAEEUY...

aws cli install for mac os

Google

Mara -

Search this

AlMode Al Videos Images Shopping  Short videos

«.. Amazon AWS Documentation
B hitps:/idocs. aws amazon.com » ¢l » getting-started-install

Installing or updating to the latest version o

This topic describes how to install or update the latest releas

S CLI

Command Line Interface
(AWS CLI) on supported operaling systems.

macOs Past releases Setting up the AWS CLI Uninstall

Click here

. Amazon AWS Documentation
He hitps:idocs.aws.amazon.com » userguide » Install-macos

Installing, updating, and uninstalling the AWS CLI version 1 ...
You can install the AWS Command Line Interface (AWS CLI) version 1 and its dependencies on
macOS by using the bundled installer or pip.

i Amazen AWS Decumentation
hiips:idocs.aws.amazon.com » ¢l » getting-started-version

Installing past releases of the AWS CLI version 2

B T E - ‘e PR - -

X

¢

®

Q
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&
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AWS Command Line
Interface

User Guide for Version 2

» About the AWS CLI

Get started
Prerequisites
Install/Update
Past releases
Build and install from source
Amazon ECR Public/Docker
SEtup

» Configure the AWS CLI

* Authentication and access
credentials

* Using the AWS CLI

» Code examples

aws Get started

English v Prefere Contact Us Feedback

Service guides Developer tools Al resources Q, Search in this guide . Cn

S For installation instructions, expand the section for your operating system.

¢ Scroll Down x

On this page

» Linux
AWS CLI install and update
instructions

» macOS Troubleshooting AWS CLI install
and uninstatl errors
Next steps

» Windows

¥ Recommended tasks

Click on Mac Os

Troubleshooting AWS CLI install and uninstall
errors

How to ~

Verify Session Manager plugin
installation

If you come across issues after installing or uninstalling the AWS CLI, see
Troubleshooting errors for the AWS CLI for troubleshooting steps. For the most
relevant troubleshooting steps, see Command not found errors, The "aws —
version™ command returns a different version than you installed, and The "aws --

Learn about ~

Supported AWS Regions for
CloudShall

v versinn™ enmmand returns a versinn after uninstalling the AWS CLL

aws Get started

Service guides Developer tools Al resources

—

Q, Search in this guide

AWS Command Line <
Interface

User Guide for Version 2

< GUI installer Command line installer - All users Cor >

The following steps show how to install the latest version of the AWS
b About thie W= CL CLI by using the standard macOS user interface and your browser.
¥ Get started
1. In your browser, download the macQS pkg file:

Prerequisites i b
%/ fawscli.amazonaws.com/AWSCLIV2.pkg[2

Install/Update )
bur downloaded file and follow the on-screen instructions.

Past rel ‘ : : :
e e ou can choose to install the AWS CLI in the following ways:

Build and install from source .
» For all users on the computer (requires sudo)

Amazon ECR Public/Docker v il fold h i ded
1 ou can instatl to any rolder, or choose the recommendae!
lick here .

Sty default folder of fusr/local/aws-cli.

b Canfigure the AWS.CL) o Theinstaller automatically creates a symlink at

fusr/local/bin/aws that links to the main program in
the installation folder you chose.

A
“t » Authentication and access
\ credentials

» Using the AWS CLI n
kiRl ¢ For only the current user (doesn’t require sudo)

[ P ooy

U httos/fawscli.amazonaws.com/AWSCLIV2.oka - o Yo can inctall #a anv folder +a whicrh vent have writa

On this page

AWS CLI install and update
instructions

Troubleshaoting AWS CLI install
and uninstall errors

MNext steps

v Recommended tasks

How to L

Verify Session Manager plugin
installation

Learn about ~

Supported AWS Regions far
CloudShell



@0 & Install AWS Command Line Interface P

Welcome to the AWS Command Line Interface Installer

You will be guided through the steps necessary to install this

software. n

@ Introduction

cl
. . dal
After download click on continue
o]}
Con‘mk:e 'd
Tr— | .
® D @ Install AWS Command Line Interface
Software License Agreement
Copyright 2012-2020 Amazon.com, Inc. or its affiliates. All Rights
o Introduction Reserved.
« Read Me Licensed under the Apache License, Version 2.0 (the "License"). You
S Cisenne may not use this file except in compliance with the License. A copy of
the License is located at
Destination Select
http:/faws.amazon.com/apachez. 0/
Insia
e e or in the "license” file accompanying this file. This file is
AR distributed on an "AS IS” BASIS, WITHOUT WARRANTIES OR

Aary CONDITIONS OF
o ANY KIND, either express or implied. See the License for the specific
language goveming permissions and limitations under the License.

Click on continue

Print.. Save... | L GoBack:




N Wal ' w Install AWS Command Line Interface &

To continue installing the software you must agree to the terms of the
software license agreement.

« Intt  Click Agree to continue or click Disagree to cancel the installation and quit
the Installer. I

B ’— U mane neTEsS NS auiruTTp e iy s T TrRS e e - |
stallation distributed on an "AS IS™ BASIS, WITHOUT WARRANTIES OR C| |ck o(n agree
CONDITIONS OF
ANY KIND, either express or implied. See the License for the specific
language govemning permissions and limitations under the License.

C
Click on continue
Print... Save... | Go Back Continue | (
080 « Install AWS Command Line Interface &
Select a Destination
» Introduction How do you want to install this software?
o Read Me |
& License - :
. " Install for all users of this computer
# Destination Select
' Lt "'ﬁ"" Install for me only (

I .|
2 U Instafl on a specific disk...

Installing this software requires 70.4 MB of space.

You have chosen toinstall this software for all users of
this computer.

Click on continue :

rkinue

Go Back




@'
@

‘w Install AWS Command Line interface ")

Custom Install on "Macintosh HD"

Package Mame Location Action Size
o Introduction AWS CLI v2 B local 5 Upgrade 70.4 MB
+ Read Me l
© License
+ Destination Select
# Installation Type t
istallatio
Summary
Space Required: 70.4 MB Remaining: 60.17 GB
. . c
Click on continue
Go Back Corﬁinue
e %% Install AWS Command Line Interface &

Standard Install on "Macintosh HD"
a [Ftroduction This will take 70.4 MB of space on your computer.

» Read Me Click Install to perform a standard installation of this software
for all users of this computer. All users of this computer will be

License .
* able to use this software.

» Destination Select
® Installation Type

Click orvnstatlo-

Go Back

T



Installer is trying to install new software.

Enter your password to allow this.

User Name: "Si.e.;:-gﬁane ﬁ'lcéarék

Password:

En'tler password

| Cancel == Click on install software

@@ C ‘@ Install AWS Command Line Interface
The installation was completed successfully.
o Introduction
» Read Me
+ License
+ Destination Select
Installation T * .
SO Ty The installation was successful.
o Installation
The software was installed.
& Summary

CIick&on Close

B D §

o



Type terminal

S

Terminal

[System/Applications/Utilities/Terminal. app #2
FaceTime 383
Y /System/Applications/FaceTime. app
JetBrains Toolbox 324
[System/Volumes/Data/Applications/JetBrains Toolboy.app
TextEdit 35
System/Applications/TextEdit:app
- TokenSigningSafariHelper 326
stemMVolumesiData/Applications/Utilities/ TokenSigningSafariHelper.app
‘Qb Transmission 37
® [SystemVolumes/DatafApplications/ Transmission.app
QuickTime Player 328
fsystemiApplications/QuickTime Flayer.app
=" Android File Transfer 9

i fSystemMVolumes/Data/Applications/Andraid File Transfer.app

Alfred Update Available |

* Type this & press enter

aws-cllfz B 13

I_Pythun,fB .7.4 Darwin/19.3.0 botocore/2.0.0dev14

It will show this when cli is installed



AWS CLI Setup on Linux

<« 2> @ 22 google com/search?q=install+aws+cli+on+linux&rlz=1C1CHBF_enIN873IN873&0q=install+aws+cli+on+linuxfgs_lcrp=EgZjaHivbWUyBggAEEUYOTIICA... ¥ &

GOC-g'E install aws cli on linux X & @ Q a i
AlMode All Videos Shortvidees Images Forums  Shopping More ~ Tools -

Search this

. Amazon AWS Documentation
u| https:fidocs.aws.amazon.com » cli » getting-started-install 3

b

Installing or updating to the latest version of the AWS h
This topic describes how to install or update the latest release of the AWS Corhmand Line IrGrth h ere
(AWS CLI) on supported operating systems,

Linux Past releases Setting up the AWS CLI Migration guide

) Amazon AWS Documentation
hitps:fidocs.aws.amazon.com » userguide » install-linux

Installing, updating, and uninstalling the AWS CLI version 1 ...

You can install the AWS Command Line Interface (AWS CLI) version 1 and its dependencies on most
Linux distributions by using the pip package manager or the ...

9 eG Innovations
https:ffwww.eginnovations com » documentation » Inst...

Installing AWS CLI version 2 on Windows and Linux
hitpsi//docs.aws.amazon.com/diflatest/userguide/getting-started-installhim! |_screen instructions. By default, the AWS CLI
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vy v

Get started

AWS Command Line <
Interface

User Guide for Version 2

About the AWS CLI
Get started
Prerequisites
Install/Update
Past releases
Build and install from source

Amazon ECR Public/Docker

Setup
Configure the AWS CLI

Authentication and access
credentials

Using the AWS CLI

Code examples

Service guides Developer tools

AWS CLI install and update instructions

For installation instructions, expand the section for your operating system.

» Linux

» macO0S

» Windows

Troubleshooting AWS CLI install and uninstall

errors

Al resources

Feedback

Englishv Preferences v Contact Us

Q, Search in this guide |

Scroll Down ”

On this page

AWS CLI install and update
instructions

Troubleshooting AWS CLI install
and uninstall errors

Mext steps

¥ Recommended tasks

Click on Linux

How to ~

Verify Session Manager plugin
installation

Learn about ~

Supported AWS Regions for
CloudShell

AWS Command Line
Interface

User Guide for Version 2

B About the AWS CLI

¥ Get started
Prerequisites
Install/Update
Past releases
Build and install from source
Amazon ECR Public/Docker

Setup

v

Configure the AWS CLI

Authentication and access
credentials

® Using the AWS CLI

v

[T R —— .

- :
httos/fawsch.ar com/awscli

Get started

[ ]

linux-x86 6d.7ip b.

Service guides Developer tools Al resources Q, Search in this guide I

$ curl "https://awscli.amazonaws.com/awscli- @

On this page
AWS CLI install and update
instructions

Troubleshooting AWS CLI install
and uninstall errors

4 »

+ Downloading from the URL - To download the installer with
your browser, use the following URL:
https://awscli.amazonaws.com/awscli-exe-linux-x86_64.zipk

Next steps

2. (Optional) Verifying the integrity of your downloaded zip file
If you chose to manually download the AWS CLI installer package
.zip in the above steps, you can use the following steps to ueriF)CI ic k h e ré Recommended tasks

the signatures by using the GnuPG tool.

The AWS CLI installer package .zip files are cryptographically How to S

signed using PGP signatures. If there is any damage or alteration
of the files, this verification fails and you should not proceed with
installation.

Verify Session Manager plugin
installation

a. Download and install the gpg command using your package
manager. For more information about GnuPG, see the GnuPG
website [2.

To create the public key file, create a text file and paste in the

Learn about A

Supported AWS Regions for
CloudShell



Do whole process

aws Get started Service guides Develaper tools Al resources Q, Search in this guide : Create an AWS Account
'
AWS Command Line ¢ a. Download and install the gpg command using your package X
Interface manager. For more information about GnuPG, see the GnuPG G i
User Guide for Version 2 website B Pag
B . ) . AWS CLI install and update
b. To create the public key file, create a text file and paste in the P I

following text. Troubleshooting AWS CLI install

and uninstall errors

» About the AWS CLI

¥ Get started

| mmee BEGIN PGP PUBLIC KEY BLOCK----- @ Nextsteps
Prerequisites
Install/Update MQINBF2Cr7UBEADIZHcgus0I17ENSyumXh85z8TRVexJorM2E v Recommended tasks
Past releases ZMLhENaGebYatdrkP+3H911vKe5epXwn0/R7FB/FSToukidci
Build and install from source PqGlemkxImLNbGWoi6Lto@LYxgHN2iQtz1lwTVmg3733zd3Xfc How to .
Amazen ECR Public/Doeker TFNXEKIBSOPLyWmWDHEHWCNZ / aIQRETIQ@suVeEoYxShewoa
S ghdzogI2Y8cgH2nbfgp3DsasalZEdCSsIsK1uB5CinE7k2g27 i\“nifcif:‘lifi’-z:“" Manager plugin
; Co CEVwsnDUBOUCideXcQ8WeHutqvgZH1IgKDbznoIzeQHID238G =
» Configure the: AWS CLI Py 94zkcgI0z3KbZGYMiTh277Fvi9zzvZsbMBCedV1BTg3TqgvdX
P Authentication and access pa ste this 1rFj6UWASGUKBTAOXCE1/dnSmZhI7Z1KmEWi 1ro/gor toxqR
Gsiontiats fYVN+en3Zwbt97kcgZDwgbuykNt640ZWeaXKCa3mprEGC3ThI Learn about o
¥ Hshgpreana el EEUIYO1b2XrSuPkml39beWdkMskzr10jnloms+1pTRCEFodwa Sipported AWS Regions for

b Code examples XDeOGpWRj4ohoxad2GhkyVSxyN14p2tQOCdooODmz8eyUTgRpP CloudShell

1.}son

creating: :

At Iast type this you Wi“ I_r-|:1_=|:_i.||-;-1'|: : _ - prehendmedica fservice-2.is

refdata/comprehendme

get the VerSion Of CLI | 1 ) . ] ; tual-Platform: ,u'i.r;:'-.t-i'l.L-

! - sion
) ; t i -q Lc bo 8.8devid



AWS CLI - Hands On

1 Go to aws console
1 Go to IAM than to Users

e 1AM > Users @ @
Y
Identity and Access < BT
Management (IAM) Users (1) i @ Delete ) (e
An 1AM vser is an identity with long-term credentials that is used to interact with AWS in an account.
Search 1AM
= Q. Search 1 @
User name & | Path v Group: ¥ | Last activity v | MFA v | Passwordage ¥ I Console last sign-in & | Access key ID

Dashboard

! 1 (@ 2 days ago . @) 2 days luly 16, 2025, 1306 (...

¥ Access management
User groups
Users N/
Click Here
Policies
Identity providers

Account settings

¥ Access reports
Access Analyzes
Resource analysis New
Unused access

Analyzer settings

Credential report rajendra0968iangid



https://www.linkedin.com/in/rajendra0968jangid/

e IAM > Users > twinkle @ (]

Identity and Access < twinkle i

Management (IAM)
Q, Search [AM Summa kY
ARM Consale access Access key 1
10 arnzawsiam: 235562991 793:user/twinkle o Create access key
Dashisciard Created Last console sign-in
T July 16, 2025, 15:04 (UTC+05:30) © 2 days ago
User groups
e Groups Tags
Roles Permissions 2t P 29 Security credentials Last Accessed
Policies

e Click on security crede@tials :
Account settings Perﬂ'l oalans pOhcles Reyo

Permissions are defined by policies attached to the user directly or through groups.
Root access management New

Filter by Type
¥ Access reports Q search Alltypes % i ®
Access Analyzer
Resource analysis New Policy name [ a | Type v | Attached via[?

Unused access
€ Loading poliches
Analyzer settings

Credential report

e IAM 3 Users > twinkle @ @
'y

Identity and Access < SCrOII Down

Management (IAM)

Access keys 0

Q. Search [AM Use access keys to send programmatic cails to AWS from the AWS CLI, AWS Tools for PowerShell, AWS 5Dk, or direct AWS AP calls. You can have a maximum of two access keys (active or
inactive) at a time. Lesrn mase [7

Mo access keys. As a best practice, aveid using leng-term credentials like access keys. Instead, use tools which provide short term credentials. Learn mare [3

Click on create Access ‘

¥ Access management

User groups Key
Users API keys for Amazon Bedrock (0) Actions ¥

Roles Uze API keys for Amazon Bedrock to integrate into your Iibraryof choice and make APl requests programmatically. You can have 3 maximum of two leng-term AP| kays {active, inactive, or
Palicies expired) at a time. Leam mere [3

Identity providers AP| key name Created Expires Status

Account settings

Root access management New No Amazon Bedrock AP| keys

¥ Access reports Generate APl Key

Access Analyzer

Resource analysis New

S SSH public keys for AWS CodeCommit (0) Aethons W)

Analyzer settings -
Use 55H public keys to authenticate access to AWS CodeCommit repositories. You can have a maximum of five 55H public keys (active or inactive) at a time, Lear [

Credantial report
v 55H Key ID Uploaded Status

Areanisablon ool




= IAM > Users » twinkle » Createaccess key

Retrieve access keys

\

Use case

© Command Line Interface {CLI)
e this access

o the AWS CLI to access y

nable access bor a third-par

yaur data certer or other
o5

Other

Your use case I4 not listed here

Select CLI

o service like

application or service that monitars or

£\ Alternatives recommended

» Use AWS CloudShell, a browser-based CLI, to run commands. Learn more [3

= IAM 3 Users > twinkle » Create access key

an o

Other

Your use case is not fist

Application running outside AWS

/Ay Alternatives recommended

+ Use AWS CloudShell, a browser-based CLI, to run commands. Learn more [3
+ Use the AWS CLI V2 and enable authentication through a user in 1AM Identity Center, Learn more [3

Check this mssp<ime

| understand the above recommendation and want to proceed to create an access key.

Click on Next




Q @ @ Global ¥ Twinkle%205harma ¥

= 1AM > Users ) twinkle Create access key [0 @
ey = = .

@ Access key best practices & SEt descrlptlon tag - Opﬂﬂnaf Info
alternatives The description for this access key will be attached to this user as a tag and shown alongside the access key.

@ Set description tag Description tag value

Cancel Previous ) | Creats accets key

Click on create access key

Aftercreatingaccesskeycopy&pasteyouraccesskeyinnotepad- go to
command prompt

C:\Users\i=s=g>aws --version
aws-cli/2.27.54 Python/3.13.4 Windows/11 exe/AMD64

C:\Users\{8)>aws configure C,C_-'j Type AWS Configu re

AWS Access Key ID [#*rdsskkrksXekisTI50]: _




C:\Users\tinas>aws --version
aws-cli/2.27.54 Python/3.13.4 Windows/11 exe/AMD&4

C:\Users\tinas»aws configure
AWS Access Key ID [*####*idxss++4%+T50]: AKIATNWFGACY3FLIACHE
AWS Secret Access Key [*##***k¥kskkisxsi*hDyr] . 8

Paste your access key ID & access secret key

:\Users\{lll>aws --version
Bws-cli/2.27.54 Python/3.13.4 Windows/11l exe/AMD64

:\Users\t&&&¥>aws configure
AWS Access Key ID [#**ksxkinridsrs*T 50]: AKIATNWFEGACY3FLIACH6

AWS Secret Access Key [Frk#ddrdssststikhhyr]:

Default region name [Default Region Name ]Jnone] : eu-west-1]: ap-south:z2=»
Default output format [None]: ' '

PN Enter region

rajendra0968jangid
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Command Prompt

:\Users\Eenes >aws --version
ws-cli/2.27.54 Python/3.13.4 Windows/11 exe/AMDE4

o \User's\'t'.E';}aws con‘Figur"e

WS Secret Access Key [**+x+titttrirrthDyr ] : ||
)efault region name [Default Region Name ]Jnone| : eu-west-1]: ap-south-2
lefault output format [None]:

:\Users\tinas>aws iam list-usersg

"Users": [ . .
{ Type this & click on enter
“"Path": "/,
"UserName": "twinkle",

"UserId": "AIDATNWFGACYQJI6CAIWDK",
"Arn": “arn:aws:iam::235562991793:user/twinkle",
“"CreateDate”: "2825-07-16T€7:34:35+80:88",

"PasswordLastUsed": "2025-87-16T9@7:36:3§ ‘09"

You will see all the details

:\Users\tinas>_

rajendra0968jangid
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AWS Cloudshell

It’s a pre-authenticated shell environment provided by
AWS, accessible through the console, with built-in

tools like the AWS CLI, Python, Node.js, Git, and more.
KeyFeaturesof CloudShell

Feature

[ Pre-authenticated

. Built-in CLI & SDKs
[ Persistent storage

L2 Runs in browser

[ Multi-region support

‘s} £ Free to use

Description

Mo need to configure credentials — uses the 1AM role of your console

user

AWS CLI v2, Python, Node.js, and more pre-installed

1 QB of persistent home directory [ ~/ } storage per region

Mo software installation needed

Each region has its own shell environment

Mo cost for usage (within limits)




AWS Cloudshell - Region

. e https://docs?aws.amazon.com/cloudshel
Ava| Iab| I |ty I/Iat_est/usergwde/supported-aws-

regions.htmi
The following are the supported AWS Regions for CloudShell, Docker, and CloudShell VPC environment:

Find this list here - vsestoho)

= LS East (N. Virginia)
= US West (M. California)
« LS West (Oregon)

It is not yet
available in all
regions, and you

can find the region
IISt + Asia Pacific (Seoul)

« Africa (Cape Town)

= Asia Pacific (Hong Kang)
« Asia Pacific (Jakarta)
Asia Pacific (Mumbai)

« Asia Pacific (Osaka)

+ Asia Pacific (Singapore)
« Asia Pacific (Sydney)

= Asia Pacific (Tokyo)

« Canada (Central)

= Europe (Frankfurt)

= Europe (ireland)

« Europe (London)
Europe (Milan)

« Europe (Paris)

« Europe (Stockholm)

« Middle East (Bahrain}

« Middle East (UAE)

South America (Sao Paulo)

Please switch to one of these regions if you want to
do the next (optional) hands-on.
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AWS Cloudshell

LD & @ @

United States (Ohio) w Twinkle%20Sharma v

Console Home i+

i Welcome to AWS : i AWS Health infe

Getting started with 2 Open issues
A
AWs 2 D Past 7 days
Learn the fundamentals
Z _and T analuable Scheduled changes
information to get the
most out of AWS. 0 Upcoming and past 7 days

Training and

certification [@

:@ Learn from AWS experts
and advance your skills
and knowledge.

Other notifications

0 Past 7 days

What's new with

L AWS? [
,@ ~  Discover new AWS
services, features, and

Click here

( Reset to default layout ) 'frﬁ-?

C Create application )

i Applications (0) info
Region: LIS East (Qhio)

Select Region

us-east-2 (Current Region) ¥ Q. Find applications

Name v Description @ Region v[ Orig Y a

Mo applications
Get started by creating an application.

( Create application )

4 EEEEEE———— ]
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& CloudShell 2 @

us-east-2 +

L Y

usage: aws [options] <command> <subcommand> [<subcommand> ...] [parameters]
To see help text, you can run:

aws help

aws <command> hqlp
aws <command> <subcommand> help

e e rype this on cloud shell

~ % aws --version
aws-clif2.27.58 P‘_l,rthnnfl 13.4 Linux/6.1.141- 155.222 . amzn2@23 . x86_64 exec-env/Cloudshell P)(Pfxﬂh_fu‘l_ﬂl?l‘l_?ﬁJ_l
~% I

You will see this

6 CloudShell

us-east-2 ar

~ % aws --version a
aws-clif2.27.50 Python/3.13.4 Linux/6.1.141-155.222.amzn2023.x86_64 exec-env/Cloudshell exe/x86_64.amzn.2023
~ % clea

Enter clear here & press enter

All things will remove

rajendra0968jangid
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@ CloudShell 2 @

us-east-2 +

) et s By typing this you will get the user details as in
{

“Users™: [
{ commandprompt
“path®: "/",
“UserName™: “twinkle®,
"UserId®: "ATDATNWFGACYQISGCATWDK™,
“Arn™: “arn:aws:iam::235562991793:user/twinkle”;
"CreateDate™: “2825-87-16T07:34:39:+00:08",
“PasswordLastUsed™: "2825-087-16T07:36:39+80:00"

~ % echo "text" >demo.txt
~ % cat demo.txt

e By this tags it is going to create text file
ih;mi.-’r.luudslwll-user-

X

CloudShell 2

2 environment actions

us-east-2 +
= : Ne¥? tab

~ % aws iam list-users --regions a
usage: aws [options] <command> <subcommand> [<subcommand> ...] [parameters] Spillmtﬂ L)
To see help text, you can run: Split into columns

aws help -

aws <command> help Upload file

aws <command> <subcommand> help o o . . Download file

| | By clicking on actions you will

Unknown options: --regions Restart
< § echo "text” >demo.txt get the options to download file, hekte
~ % cat demo.txt
text 1 i i
o upload file, delete, restart, split Global actions
ih:m?.-'r!m.ldshpll—user COI u m n Create VPC environment (max 2) -



Display options Terminal preferences '
Font size @) Enable Safe Paste @
o Smallest Verify multiline text tk refore pasting.

Small By clicking on setting

Amazon Q inline suggestions

Medium
) Large
Largest

Example font size

AWS CloudShell theme
) Light

B)ib=k You will get the options for make changes in Ul of cloud shell

rajendra0968jangid
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|JAM Roles For AWS Services

IAM Roles in AWS are temporary permission sets that
allow AWS services, applications, or users to access
resources securely without using long-term credentials
(like access keys).

They are essential when:

A E%é)i stance needs tp access S3 or DynampDB
A gebde fncpion nepds Toced from o datdbase

resources
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How AWS Services Use IAM Roles

Here's how some common AWS services use |AM roles:

AWS Service Role Used For

EC2 EC2 instance profile {instance role)
Lambda Execution role

ECS Tasks Task execution role

Glue Job role

CodeBuild Build role

SageMaker Execution role

Step Functions State machine role
CloudFormation Service role

Example Action

Read/write 53, access secrets

Access DynamoDEB or SNS

Pull container images, logs

Read from 53, write to Redshift

Access 53, CodeCommit, ECR

Access training data in 53

Invoke Lambda, access DynamoDEB

Create/delete AWS resources
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JAM Roles Hands On

.CL @ @ Global » Twinkle%20Sharma v

e 1AM > Dashboard

Identity and Access <
Management (IAM) IAM Dashboard i« ©

S h 1AM
e IAM resources @ AWS Account

Resources in this AWS Account

Account ID
Dashboard User groups Users Roles Policies Identity 10 235562991793
providers 2
¥ Access management Accou@ Alias _
1 -] 2 2 0 aws-twinkle-v4 Edit | Delete

User groups
Sign-in URL for IAM users in this

Users
account
Rales IT1 https://aws-twinkle-
T, A "
Policie&Cl |Ck on rOIeS What's new (2 View all v4.signin.aws.amazon.com/console
B i Updates for features in 1AM
Identity providers
Account settings * AWS |IAM announces support for encrypted SAML assertions. 5 manths ago . .
Root access management New » AWS CodeBuild announces support for project ARN and build ARN IAM condition keys. Qunck Links

6 months ago My security credentials

¥ Access reports

« |AM Roles Anywhere credential helper now supports TPM 2.0. 7 months age

AT Aol R oS Sl | e e ey & & R S LN

rajendra0968jangid
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harma *

e 1AM 5 Roles

Identity and Access
Management (IAM)

Q, Search IAM

Dashboard

¥ Access management
User groups
Users
Roles
Policies
Identity providers

Account settings

<

® ©

Last activity

yak @ ) Global ¥
-
Roles (2) e © (Couee ) (R
An 1AM role is an identity you can create that has specific permissions with credentials that are valid for short durations. Roles can be assumed by
entities that you trust. .
e Click on create role,
Role name A | Trusted entities |
AWSServiceRoleForSupport AWS Service: support (Service-Linket -
AWSServiceRoleForTrustedAdvisor AWS Service: trustedadvisor (Service -
<
Roles Anywhere info
Authenticate your non AWS workloads and securely provide access to AWS services.
EE ) = <9
(&3] ‘@:q :
Access AWS from your non AWS X.509 Standard Temporary credentials
v wurkloads o conie msasen mulaklme BV lafonnbe imbeidin ae Hlrm dnmmmarar cendambiales wlbth aseca amd

1AM > Roles > Create role

Add permissions

Trusted entity type

Step 3
MName, review, and create

O AWS service
Allow AWS services like EC2, Lambda, or
others to perfarm actions in this account

For no
select AWS
service

Because we
are creating
role for aws
service

Web identity
Allows users federated by the specifiad
external web identity provider to assume

Custom trust policy
Create a custom trust policy to enable
others to perfarm actions in this account

Use case

Service or use case

this role to perform actions in this account.

4 0 @

| AWS account

Allow entities in other AWS accounts
belonging to you or a 3rd party to perform
actions in this account.

SAML 2.0 federation

Allow users federated with SAML 2.0 from
a corporate directory to perform actions in
this accaunt

Global »

Allow an AWS service like EC2, Lambda, or others to perform actions in this account,



https://www.linkedin.com/in/rajendra0968jangid/

1AM > Roles > Createrole 0] C]

Use case
Allow an AWS service like EC2, Lambda, or others to perform actions in this account.

Service or use case

EC2Z v

Choose a use case for the specified service,
Use case

o JEnc:fu'\ EC2 instances to call AWS services on your behalf Se I ect u Se Ca Se fo r ECZ

) EC2 Role for AWS Systems Manager

Allows EC2 instances to call AWS services like CloudWatch and Systems Manager on your behalf.

EC2 Spot Fleet Role
Allows EC2 Spot Fl

t to request and terminate Spot Instances an your behalf

| EC2 - Spot Fleet Auto Scaling

Allows Auto Scaling ta access and update EC2 spot fleets on your behalf

EC2 - Spot Fleet Tagging

Allows EC2 to launch spot instances and attach tags to the launched instances on your behalf.

| EC2 - Spot Instances

= |aAM > Roles » Create role @ @

Use case

© Ecz

Allows ECZ instances to call AWS services on your behalf.

EC2 Role for AWS Systems Manager

Allows EC2 instances to call AWS services like CloudWatch and Systems Manager on your behalf

EC2 Spot Fleet Role

Allows EC2 Spot Fleet to request and terminate Spot In

wes an your behalf

EC2 - Spot Fleet Auto Scaling

Allows Auto Scaling to access and update EC2 spot fleets on your behalf.
EC2 - Spot Fleet Tagging

Allows ECZ to launch spot instances and attach tags te the launched instances on your behalf.

ECZ2 - Spot Instances
Allows EC2 Spot Instances to launch and manage spot instances on your behalf

EC2 - Spot Fleet

Allows EC2 Spot Fleet to launch and manage spot fleet instances on your behalf, CI ick O n N eXt
EC2 - Scheduled Instances

Allows EC2 Scheduled Instances to manage instances on your behalf




= 1AM > Roles > Createrole @ @

(® Add permissions Permissions policies (1/1067) info @

Choose one or more policies to attach to your new role.

Step 3
Name, review, and create Filter by Type
Q. 1AM X || All types ¥ | 15 matches 1 ]
B  Policy name [ A | Type v | Description
FO r now I am | [ §FAwSIAMIdentityCenterAll... AWS managed Provides the list of actions that are all...
giVi ng E s AWSQuickSightListlAM AWS managed Allow QuickSight to list 1AM entities
IAM R d I 40 IAMAccessAdvisorReadOnly AWS managed This policy grants access to read all acc...
_e d . on y B 1AMAccessAnalyzerFullAc... AWS managed Provides full access to 1AM Access Anal...
p ermission B W 1AMAccessAnalyzerRead. .. AWS managed Provides read only access to IAM Acces...
[ ¥ AMAuditRootUserCreden... AWS managed Provides access required to check the ...
W¥ IAMCreateRootUserPass... AWS managed Provides access required to create a ro...
O] [ §F 1AMDeleteRootUserCrede. ., AWS managed Provides access required to delete all r...

o (@) {83 Global »

= IAM > Roles > Createrole ® 6

| E #¥AMDeleteRootUserCrede... AWS managed Provides access required to delete all r...

[ WP IAMFullAccess AWS managed Provides full access to IAM via the AW...
[ ] WFIAMReadOnlyAccess AWS managed Provides read only access to IAM via th... ]

B IAMSelfManageServiceSp.,. AWS managed Allows an |AM user to manage their o...
o] TITY MUserChangePassword AWS managed Provides the ability for an 1AM user to ...
@ 89 AMUserSSHKeys AWS managed Provides the ability for an IAM user to ...
[  myiampolicy Customer managed -
B newiam Customer managed

Click on Next

b Set permissions boundary - optional

Cancel Previous . Ne




A 0 (@) ] Global w

= |AM > Roles » Create role 0
@ Add permissions Role details
tep 3 Role name
@ Name, review, and create Enter a meaningful name to identify this role
[ DemoroleEC2 )

Maximum &4 characters. Use alphanumeric and '+=_@-_' characters.

Description
Add a short explanation far this role.

Ty pe RO I e N ame Allows EC2 instances to call AWS services on your behalf.

&

Maximurm 1000 characters, Use letters (A-Z and a-z), numbers (0-8), tabs, new lines, or any of the following characters; _+=,. @-M\[0w$%er ;™

Step 1: Select trusted entities

Trust policy

1-
2 "Version": "2012-18-17",
= fs "Statement”: [

o @ & Global ¥ Twink

= |AM > Roles > Createrole ® @

Permissions policy summary

Policy name [2 A Type L4 Attached as 4
IAMReadOnlyAccess AWS managed Permissions policy
Step 3: Add tags

Add tags - optional info

Tags are key-value pairs that you can add to AWS resources to help identify, organize, or search for resources,

No tags associated with the resource.

Click on create role

You can add up to 50 maore tags.

Cancel Previous i J




e 1AM > Roles

Identity and Access <

Management (

Q Search 1AM

Dashboard

User groups
Users

Roles

Policies

Identity providers
Account settings

Root access manag

¥ Access reports

Access ma nagement

Last activity

a
(© Role DemoroleEC2 created. %
IAM)
Roles (3) ©) (vetete ) @
An |AM role is an identity you can create that has specific permissions with credentials that are valid for short durations. Roles can be assumed by
entities that you trust.
Q, Search
Role name a | Trusted entities |
AWSServiceRoleForSupport AWS Service: support (Service-Linker -
AWSServiceRoleForTrustedAdvisor AWS Service: trustedadvisor(Service -
L] DemoroleEC2 AWS Service: ec2 -
L]
sitioghll o Roles Anywhere i
Authenticate your non AWS workloads and securely provide access to AWS services,
o

e IAM > Roles > DemoroleEC2

-

Identity and Access < Last activity
Management (1AM) E

Q. Search IAM

Permissions Trust relationships

Dashboard .. =
Permissions policies (1) o

v Access management You can attach up to 10 managed policies.

User groups

Lisgrs Q Search

Roles

Policies Policy name (3

Identity providers ¥ IAMReadOnlyAcg

0]

Account settings

¥ Access reports

® 6
Maximum session duration
1 hour
Tags Last Accessed Revoke sessions
@ Remove | ( Add permissions ¥ )
Filter by Type
All types v 1 @
A Type v Attached entities v
AWS managed 1

On clicking role you will see the permissions

P Permissions boundary (not set)




|IAM Security Tools in AWS

Tool

IAM Access Analyzer

IAM Policy Simulator

Credential Reports

Access Advisor

AWS Organizations SCPs

AWS Config Rules

CloudTrail

GuardDuty

AWS Security Hub

Purpose

@, Detects unused or publicly shared resources
+ Test and simulate IAM policy behavior before applying
Lol View the age/status of passwords, access keys, and MFA for users

% Shows services used by users/roles to help reduce over-

permissioning
(= Apply service control policies to limit actions across accounts
5| Detect non-compliance with 1AM rules {e.g., missing MFEA)
i Logs all IAM and user activity for auditing
|. Threat detection (e.g.. unusual credential use}

- Centralized security findings from |IAM and other tools
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|JAM Security Tools Hands On

Global = Twinkle®:20Sharma *
H & 0 @

e iAM > Roles > DemoroleEC2 Q@ 6

&
Policies Last activity Maximum session duration

Identity providers = 1 hour

Account settings

Root access management New i 5 E 3
-------- Permissions Trust relationships Tags Last Accessed Revoke sessions

¥ Access reports

Access Analyzer . )
’ Permissions policies (1) info @ Remiove ) ( Add permissions ¥ )
Resource analysis New -

"""" You can attach up to 10 managed policies.

Unused access
Filter L]
Analyzer settings by Typ

Credentialrepcrts Q Search All types v 1 )
Clickon

Organization activity . Policy name [ A | Type -] Attached entities v

Service cantrol policies

Resource-control policies ch re nt|a I_: E s IAMReadOnlyAceess AWS managed 1

IAM Identity Center [2 REp rt » Permissions boundary (not set)

MME Memsaizstiane FA ¥

rajendra0968jangid
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Global v Twink

e IAM > Credential Report @ ®

a
Identity and Access < i A i
e :men £ (AM) Credentials report of 1AM users in this account i
9 The credentials report lists all your 1AM users in this account and the status of their various credentials. After a report is created, it is stored for
up to four hours.
Q, Search IAM
Credentials report
( Download credentials report )
Dashboard Mo report created in the past 4 hoors. A new report will be created

EALCE Ihgecnt Click on download credentials report

User groups
Users

Roles

Policies

Identity providers

Account settings

¥ Access reports

v s d e et status_reports_Fri hul 18 2025 14_31_57 GMT+0530 [India Standard Timelcsy - Microsoft Excel = u ] x
)
=5 Home | e Page Layout Formulan Data Revierw Wiew B - X
e I R T ‘ a s s ! : T B T3] E Autosum - A
Calibri =1 = B g e | SFEWeap Toxd General - f = i | 3 ; % ’
B, A X | | SRWrap Tex () g |Nerma | Bad = i o (X S 7
Paste | B Sy - S S| il aer - . +8 =8 Conditional Formst  Good Meutral et Delete Format - . Son & Find &
S o romatPainter B8 BB v Al (BETE T BB i erge & Contor - - 85 0 (9308 i ’ _ ™ Ak 2 Chear gy
Clpboard Fount - Alignmerit . Murmber . Sryles Celly Editing
Al - 1;-_ user
A B C D E F G H | 1 K L M N Q P a R 5
1 arn user_crea password password password password mfa_activiaccess ke access ke access ke'access ke access ke'access ke access ke'access ke'access ke access ke'cert 1 acicet
? |<root_accarn:aws:ia2025-07-0 TRUE  2025-07-1 2025-07-0 not_suppc  TRUE FALSE  N/A LITEN LTEY N/A FALSE Nfa LTEY N/A N/A FALSE N/
I n t h IS S h eet 3 twinkle arn:aws:a2025-07-1 TRUE  2025-07-1 2025-07-1 N/A FALSE TRUE  2025-07-1 2025-07-1 us-east-1 iam FALSE  N/A L) A LILY FALSE N/
4

you will get all :
the details of

users B

A
4+ W status_reports_Fri Jul 18 2025 90/ L
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e |AM > Credential Report @ ]

Identity and Access <

Managemerst (JAM) Credentials report of IAM users in this account infe

The credentials report lists all your 1AM users in this account and the status of their various credentials. After a report is created, it is stored for

up to four hours.
Q, Search IAM
Credentials report

( Download credentials report )

Dashboard Report last created: Mow.

¥ Access management
User groups
Users
Roles
Biies After that go to users
Identity providers

Account settings

rajendra

Root access management New

¥ Access reports

dWs HH Q

T
e HH

o @ @ Global ¥ Twinkles

e IAM > Users ® @G
-~
Identity and Access < —
Management (IAM) Users (1) it @ petcre ) (Createusert)
An IAM user is an identity with long-term credentials that is used to interact with AWS in an account,
Search 1AM
Q Q, Search 1 ]
User name s | Path v Group: ¥ | Last activity v MFA v | Password age ¥
Dashboard

twinkle / 1 & 1 hour age - ® 2 days

¥ Access management
User groups
Users .

- Click on user

oles

Paolicies

Identity providers

Account settings

¥ Access reports
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Global =

e IAM > Users > twinkle ® o]
a  TWINKILE info ( Delete )

Identity and Access <

Management (IAM)
g Summary
Q, Search IAM ARN Console acces: Access key 1
[0 arn;aws:iam::235562991793:user/twinkl & i A AKIATNWFGACY3FLIACHSG - Active
€ @ Used today. Created today.
Dashboard Created Last console sign-in Access key 2
July 16, 2025, 13:04 (UTC+05:30! 2 days ago Create access ke
¥ Access management Y ( 1 ©2 days 2g0 .
User groups
Users Groups Tags
Permissions % ik Security credentials Last Accessed .
Roles o 0 Click on last accessed
Policies

Last accessed information shows the services that this user can access and when those services were last accessed. Review this data to remove

Identity providers
e unused permissions. Learn More [2

Account settings

----- Allowed services (426)

¥ Access reports IAM reports activity for services and management actions. Learn more about action last accessed information. To see actions, choose the
w. aporooriate service name from the list.

Here you Will@ nm > uses > twinke ® ©
see the last |
accessed
servicebyuser ¢
& also the
PEIMISSIONS |, 4o mansoement
granted User groups

Allowed services (426)
IAM reports activity for services and management actions. Learn more about action last accessed information. To see actions, choose the
appropriate service name from the list.

Filter by services access history

Q, Search Mo Filter v

Dashboard

Service v | Policies granting permissions | Last accessed v

- " -

Wser Motifications AdministratorAccess 2 days ago

Users

Roles e Tier AdministratorAccess 2 days ago

Polici : 2 g

olieles AWS IAM Identity Center AdministratorAccess 2 days ago

Identity providers

Account settings Amazon EC2 AdministratorAccess 2 days ago

Root access management New AWS Signin AdministratorAccess 2 days ago
¥ Access reports AWS Service Catalog AdministratorAccess 2 days ago




IAM Guidelines & Best Practices

Don't use the root account except for AWS account setup
One physical user = One AWS user

Assign users to groups and assign permissions to groups
Create a strong password policy

Use and enforce the use of Multi Factor Authentication
(MFA)

Create and use Roles for giving permissions to AWS services

KGR SR K OL T SBIRILBaHE Al bh obtiltials
Report & IAM Access Advisor
Never share IAM users & Access Keys

raiendra0968iangid
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