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In AWS, IAM (Identity and Access Management) is the 
service used to securely manage access to AWS
resources. Two core components of IAM are Users and
Groups. 

rajendra0968jangid

https://www.linkedin.com/in/rajendra0968jangid/


� An IAM User is an entity that represents a single 
person or application that interacts with AWS services. 
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� An IAM Group is a collection of IAM users. Groups 
allow you to manage permissions collectively rather 
than individually. 
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Best Practices 
�
�

 
� All three now inherit the same EC2 read-only permissions. 

Usegroups to assign permissions wherever possible. Avoidroot user for everyday tasks—create IAM users 
instead. 
Enable MFA (Multi-Factor Authentication) for additional 
security. 
Use least privilege principle—only give the access needed. 

�

�

Example Scenario 
�
� � � �

Let’s say you have a team of developers.You create an IAM Group called Developers.Attach policies like AmazonEC2ReadOnlyAccess to the group.Create IAM Users like alice, bob, and charlie. 

Addthem to the Developers group. 
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�Go to https://aws.amazon.com/console/
�Sign in your account 

Search IAM 
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Click here 

Click on
Users 
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On clicking
here you can
see no region is
selected
At the time of
user creation
we don’t need
region
selection 

Click on create user 
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Select this 

Enter your
username 

Click here 
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Deselect this 

Select custom
password 

Enter password 

Click on Next 

Click on create group 
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Enter
user
group
name 

Select 
Policy 

Select Group 

Click on create user 

Click on Next 
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Click on Add tag 

Scroll Down 
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Enter Key
& value

User is
created
now 

Than, click on create user 

Click on return to user list 
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Click on dashboard 

Click on
create 
alias
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Enter
name
you
want
your 
alias

Our account
alias is created 

Copy this URL & paste it 
in incognite browser for 
login user 

Click on
create alias 
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Enter your
username

Enter
Password 

After that click 
on sign-in 

Scroll down 
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This is root user 
This is IAM User 
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An IAM policy is a set of rules written in JSON format 
that determines whether a request is allowed or
denied. It controls access to AWS services and 
resources. 

Types of IAM Policies

 



{ 
"Version": "2012-10-17",
"Statement": [ 

{
 "Effect": "Allow",

"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::my-bucket/*" 

}
]

Abasic IAM policy contains the following key elements:  

} 
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Here we
have policies 

On
clicking
IAM 

On Searching IAM here 



It is showing summary 

On clicking JSON u will see
the JSON code permissions 
defined
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�

�

Go to portal login root user
Go to IAM 

Click here 



Click on
Policies 

Click on create policy 



Select IAM 

Click here to select service 
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Search permission you want to
assign for now I am searching
listuser 

Select it 

https://www.youtube.com/@techtwinklesharma/


Search permission you want to 
assignfornow I amsearching
Getuser 

Select it 



List & Read is assigned 

Click on Next 



Enter policy name you
want to give to your
policy 

Than scroll down 

Click on create policy 
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On this
policy this
2 policies 

Policy created 



�

�

Go to IAM
Go to user 

Click on user 
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Click on Add permissions 

Click on policy directly 



Select the
policy 

Click on Next 



Directly permission done 

Click on add permissions 



An IAM Password Policy in AWS defines the rules for creating 
and managing console passwords for IAM users. It helps
ensure users create strong, secure passwords. 

IAM Password Policy Options 



�
�

�

MFA requires users to enter:Username + Password (first factor)One-time code from a virtual/hardware device (second 
factor) 
Best practice: Enable MFA for all users who log in to the 
AWS Management Console—especially the root account. 

�

Why Use MFA in IAM? 
� � �Adds an extra security layerPrevents unauthorized access 

 ProtectssensitiveAWSresourcesandmanagementactions 

rajendra0968jangid

https://www.linkedin.com/in/rajendra0968jangid/


VIRTUAL MFA Device 

Google Authenticator
 (phoneonly)

Authy
(phone only) 



Universal 2  Factor (U2F) Security Key nd

Yubikey by Yubico (3rd Party) 
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Hardware Key FOB MFA 
Device 

Provided by Gemalto (3rd Party) 

Hardware Key FOB MFA Device for
AWS Gov Cloud (US) 

Provided by SurePassID (3rd Party) 
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� Login to AWS Console Portal 

Click here 



Click on security credentials 

Click on Assign MFA 



Choose
authentication
option
For Now I am
selecting
authenticator App 

Enter Device Name 



Install any App in
your mobile Phone
As I Have Android I
am installing google
authenticator 

Click on Next 

You can choose according to your device 



Touch on scan a QR Code 

Open google Authenticator App
inmobilephone

After Installing app click on show QR Code 
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Scan this QR
Code

MFA completed 

Here is your device Showing 

Enter the code you will see on your
mobile phone 

After Adding 2 code click on Add MFA 



� An AWS Access Key is a pair of security credentials 
that allow programmatic access to your AWS account 
using tools like the AWS CLI, SDKs, or API calls. 

What Is an AWS Access Key? 
It consists of two parts: 
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� The AWS CLI is a unified tool that provides a consistent 
interface for interacting with AWS services using 
commands in your shell (PowerShell, Bash, etc.). 

What is the AWS SDK (Software Development Kit)? 

The AWS SDK allows you to: 

CallAWSservicesprogrammatically(likeEC2,S3,DynamoDB) 

Sign requests, handle retries, parse responses 
Integrate AWS into mobile, web, and backend applications 
Use temporary credentials, MFA, and roles 

It simplifies using AWS APIs in your language of choice.
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Search this on browser 

After that, click here 
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Click here 

Click on windows 

Scroll Down 



Click here 

Click on
downloaded File 



Click on Next 



Check this 

After that, click on Next 

Click on Next 



Click on Install 



Click on Finish 

Click on search, command Prompt 



You will see this 

Type this & press enter 
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Search this 

Click here 
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Click here 

Click on Mac Os 

Scroll Down 



After download click on continue 

Click on continue 



Click on continue 

Click on agree 

Click on continue 



Click on continue 

Click on Install 



Click on Close 

Enter password 
Click on install software 



Type terminal 

It will show this when cli is installed 

Type this & press enter 



Search this

Click here 
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Click on Linux 

Scroll Down 

Click here 



�Do whole process 

Copy &
paste this 

At last type this you will 
get the version of CLI 



�

�

Go to aws console
Go to IAM than to Users 

Click Here 
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Click on create Access
Key 

Click on security credentials 

scroll Down 



Select CLI 

Check this 
Click on Next 



Type AWS Configure 

Click on create access key 

command prompt 
Aftercreatingaccesskeycopy&pasteyouraccesskeyinnotepad- go to 



Enter region 

Paste your access key ID & access secret key 
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Type this & click on enter 

You will see all the details 
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� It’s a pre-authenticated shell environment provided by 
AWS, accessible through the console, with built-in 
tools like the AWS CLI, Python, Node.js, Git, and more. 

�  KeyFeaturesof CloudShell
 



Find this list here 

It is not yet 
available in all 
regions, and you 
can find the region 
list 

Please switch to one of these regions if you want to
do the next (optional) hands-on. 

https://docs.aws.amazon.com/cloudshel
l/latest/userguide/supported-aws-

 regions.html
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Click here 
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Type this on cloud shell

Enter clear here & press enter 

All things will remove 

You will see this 
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By typing this you will get the user details as in
commandprompt 

 
get the options to download file,
upload file, delete, restart, split
column 

By clicking on actions you will

By this tags it is going to create text file 



By clicking on setting 

You will get the options for make changes in UI of cloud shell 
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� IAM Roles in AWS are temporary permission sets that 
allow AWS services, applications, or users to access 
resources securely without using long-term credentials 
(like access keys). 

They are essential when: 
� � �An EC2 instance needs to access S3 or DynamoDBA Lambda function needs to read from a databaseAn ECS task or Glue job needs access to other AWS 

resources 
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Click on roles 
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For now
select AWS
service
Because we
are creating
role for aws
service 

Click on create role 
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Select use case for EC2 

Click on Next 



For now I am
giving
IAMReadonly
permission 

Click on Next 



Type Role Name 

Click on create role 



Role is created now 

On clicking role you will see the permissions 
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Click on 

credential 

Report 
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In this Sheet
you will get all
the details of
users 

Click on download credentials report 



After that go to users 

Click on user 
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Here you will
see the last
accessed 
servicebyuser 
& also the
permissions
granted 

Click on last accessed 



�

�

�

�

�
�

�

 
Don't use the root account except for AWS account setup
One physical user = One AWS user
Assign users to groups and assign permissions to groups 
Create a strong password policy 
Use and enforce the use of Multi Factor Authentication 
(MFA) 
Create and use Roles for giving permissions to AWS services 
Use Access Keys for Programmatic Access (CLI / SDK)Audit permissions of your account using IAM Credentials 
Report & IAM Access Advisor 
Never share IAM users & Access Keys 

�
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